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Abstract
Trusted Execution Environments (TEEs) enable secure code
execution on machines that are not fully trusted by the user
who runs the workload. However, existing TEE solutions
mostly target CPUs and are typically tied to one specific
instruction set architecture. Although some accelerators also
provide support for TEEs, this leads to multiple, different
TEE implementations on the same system, increasing its
complexity and trusted computing base (TCB). This chal-
lenge becomes particularly apparent when workloads span
heterogeneous processing units, because the diversity of TEE
implementations complicates the creation of secure commu-
nication channels between the individual TEEs.
In this paper, we present TeeM3, a trusted execution ar-

chitecture with discrete, out-of-core enforcement, which is
core-independent and better-suited to heterogeneous sys-
tems than existing approaches. We build uponM3 and extend
both the hardware platform and operating system (OS). On
the OS side, we add a root of trust (RoT) for remote attesta-
tion and a unikernel-like library for TEEs. On the hardware
side, we add two lightweight isolation mechanisms to protect
both TEEs and the RoT from other components in the sys-
tem. Furthermore, TeeM3 inherits uniform communication
channels from M3 and protects them to support communi-
cating groups of TEEs. We show in the evaluation that our
approach has low performance overhead, modest additional
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hardware costs, and reduces the hardware TCB by a factor
of 1.8 and the software TCB by a factor of 3.42.
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1 Introduction
Trusted Execution Environments (TEEs) enable secure data
processing by isolating a program from all other software
on a system. Through remote attestation, TEEs also provide
assurances that the right program is running on this sys-
tem, and not a malicious replacement. These TEE features
help improve data security in the cloud. However, they are
also critically-important for ensuring safe and secure opera-
tion of industrial plants or connected devices in the trans-
portation, energy, or medical sectors. In this work, we are
targeting single-board computers like industrial robots, wear-
able medical devices, and cars, but rule out very resource-
constrained use cases such as devices with a single micro-
controller and kilobytes of memory. For example, consider
an Internet-of-Things (IoT) device: Sensor data is collected,
then pre-processed using an accelerator, and finally sent to
a cloud server through a cryptographically-secured channel.
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Bymeans of attestation, the device can prove its integrity and
vouch for the authenticity of the sensor data. However, this
simple scenario already points to the first of three challenges
when adopting TEEs in modern architectures.

First, as systems become more heterogeneous, featuring
multiple core architectures and various accelerators, TEE
properties must be available for all processing units. This in-
cludes the accelerator used in the aforementioned IoT device
and not just the processor handling cryptography and net-
work protocols. Unfortunately, TEE support exists only for
some general-purpose CPUs [1–5] and certain accelerators
(mainly in the datacenter [6–8]), leaving many components
unprotected [9]. Even if all processors offered individual TEE
support, workloads that span multiple hardware units must
employ ad-hoc measures to secure the unprotected interfaces
between the various cores and accelerators. In embedded IoT
systems as in our example, I/O devices such as sensors and
actuators must also be secured.

The second problem is that the individual TEE implemen-
tations that already exist are highly complex, because they
are baked into already complex CPUmicro-architectures [10].
As a result, they are tied to a specific instruction-set architec-
ture (ISA), limiting choice for system designers. Additionally,
these TEE solutions require security-critical firmware, which
is typically closed and sometimes even hidden in processor
microcode blobs [11]. These black boxes cannot be inspected
or changed by the user, but are nonetheless part of the trusted
computing base (TCB). Relying on multiple independent TEE
variants for each type of processing unit increases overall
complexity of the system even further.
Third, current TEEs are typically implemented as a sepa-

rate processor mode, which makes them inherently vulnera-
ble to side-channel issues in the processor core, as demon-
strated in numerous publications [12–16]. Potential attack-
ers are not only other applications or TEEs running on the
same processor, but also the operating system (OS) or hy-
pervisor. For example, malicious system software can use
interrupts [17, 18], page faults [19], or cache misses [20] as
an attack vector to exfiltrate confidential data from a TEE.

To avoid side-channel issues, enable unified TEE support,
and reduce complexity, we have to move enforcement of
TEE security guarantees like isolation out of the individual
processing units. Rather than relying on a special proces-
sor mode, there must be a separate hardware component
that can protect all processors. This out-of-core enforcement
module enables an architecture that trivially isolates single-
component TEEs, marking a significant departure from ex-
isting designs. Each such component (e.g., a core, accelerator,
or I/O device) is enclosed in a tile that is separated from
others by this enforcement module. Tile-based TEEs do not
share cores with other software and are therefore immune
to many side-channel attacks that plague current TEE de-
signs [14–16, 21] (see Section 3.2 for details). However, the
role of the enforcement module does not need to be limited

to isolation. It can also be the architectural building block
that selectively allows communication among certain tiles,
resulting in logical TEEs that can be composed of several,
heterogeneous components that cooperate with each other.
Tile-based isolation of physical TEEs also reduces attestation
requirements, as it allows remote verifiers to only trust the
involved components with the single addition of the enforce-
ment module. Unused components can safely be ignored,
as long as the enforcement module prevents unwanted in-
teraction with the logical TEE under consideration, thereby
protecting cross-component interactions.
We implement this core-independent TEE architecture

using M3 [22]. We picked this hardware and OS platform
for three reasons: First, M3 uses a tile-based architecture
designed for heterogeneous systems [23]. Second, it already
includes a hardware component for tile isolation that can be
extended into the required TEE enforcement module. Third,
its microkernel-based OS supports running OS components
and applications on separate tiles, mitigating side-channel
attacks [24]. However, as discussed in Section 3.1, several
challenges remain in turning M3 into a TEE architecture.
Notably, the M3 kernel and multiple OS services are still
part of the TCB for any M3 application. Stated clearly, we
argue that TEE platforms with heterogeneous components
must provide core-independent enforcement by moving these
mechanisms out of the cores. We present TeeM3, a platform
that realizes this goal, and make the following contributions:

• Two new hardware mechanisms provide out-of-core,
processing-unit-independent TEE isolation. They pro-
tect communication channels between TEEs in TeeM3,
removing the need to trust the kernel or other OS com-
ponents for confidentiality and integrity (Section 3.4).

• AUnikernel-like library for minimizing the complexity
of the TEE runtime (Section 3.5.1).

• An implementation of a Root-of-Trust (Section 3.5.2)
that enables a measured startup process for remote
attestation (Section 3.6). This RoT protects itself using
the newly introduced hardware isolation mechanisms.

• An FPGA-based hardware implementation of TeeM3

with two accelerators (Section 4).
• An evaluation of the performance implications, hard-
ware costs, and TCB size (Section 5).

2 Background
In this section, we give an overview about TEEs and explain
how the M3 hardware/software co-design architecture can
serve as the foundation for a heterogeneous TEE platform.

2.1 Trusted Execution Environments
A Trusted Execution Environment (TEE) is an execution con-
tainer that resides within a computer system not controlled
by the party running the code. This container provides a
processor and memory for the program that runs inside.
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Figure 1: System architecture of M3: A TCU isolates each tile from
other tiles but allows select communication as configured by the
M3 kernel. TileMux allows multiple applications to share a tile.

To establish trust in the TEE, the external party requests
cryptographic evidence that the TEE platform enforces spe-
cific security guarantees. This process, called Remote Attes-
tation, relies on a Root of Trust (RoT), typically centered on
a hardware-protected secret key. Hardware and firmware
components of the RoT use this key to sign evidence proving
the integrity of the TEE state, such as cryptographic hashes
showing that the intended program is running. The evidence
also identifies the TEE hardware and firmware that enforce
integrity and confidentiality.
Most TEE solutions target CPUs and assume that any

software outside the TEE’s isolation boundary (except TEE
firmware) need not be trusted [1–4]. A consequence of this
design choice is that multiple TEEs on the same system are
assumed to distrust each other. This threat model is also com-
mon for accelerator-based TEEs, which often treat general-
purpose processors of the host system as untrusted and in-
stead rely on their own isolation and RoT support [6, 7, 25].
Hence, cooperation between TEEs is either not supported, or
several programs running in their respective, potentially het-
erogeneous TEEs must establish cryptographically-protected
communication channels on their own. We discuss notable
(but not fully generic) exceptions [26–28] in Section 6.

2.2 M3 Hardware/Software Co-Design Platform
We use the M3 [22] hardware/software co-design platform
as the basis for TeeM3. M3 builds upon a tiled hardware
architecture [29] as shown in Figure 1. M3 extends each
tile with a hardware component called trusted communi-
cation unit (TCU) that connects this tile to a network-on-
chip (NoC). A tile contains either a general-purpose core,
an accelerator, or memory. To perform message-passing or
memory accesses, a corresponding communication channel
(thick black lines in the figure) must be established. Commu-
nication channels are represented as endpoints in the TCU
(orange circles). At runtime, each endpoint can be configured

to different endpoint types: A receive endpoint (R) allows to
receive messages, a send endpoint (S) allows to sendmessages
to a specific receive endpoint, and a memory endpoint (M)
allows a tile to issue DMA requests to tile-external mem-
ory (blue rectangle). Send and receive endpoints must be
configured as pairs, whereas a memory endpoint does not
require a counterpart in the memory tile’s TCU.
On the software side, M3 uses a microkernel-based OS

whose kernel (red) runs on a dedicated kernel tile. Applica-
tions and OS services run on the remaining user tiles and are
represented as activities. An activity that executes code on
a general-purpose tile is comparable to a process, whereas
an activity on an accelerator tile uses the accelerator’s logic.
Both kinds of activities can use existing communication chan-
nels, but only the M3 kernel is allowed to establish such chan-
nels. By default, no communication channels exist and thus
tiles are isolated from each other. An OS component called
TileMux (yellow) allows multiple applications or OS services
to share a single user tile. It runs in privileged mode of the
tile’s processor and takes care of isolating and scheduling
the activities on this tile [30]. However, a TileMux instance
has no permissions beyond its own tile. Only the M3 kernel
can make system-wide decisions, hence its name.
M3 was designed for heterogeneous systems and strong

isolation between tiles. The TCU in each tile offers a uniform
interface for policing cross-tile collaboration. TCUs enforce
access control in hardware and do not depend on any soft-
ware stack on their tiles. Thus, we can easily integrate an
accelerator tile that does not have a general-purpose core
that could run OS-related code. Nevertheless, such tiles have
full access to all OS services, because these are provided by
TCU-based communication protocols.

3 Design
The overarching goal for TeeM3 is to reduce the TCB of indi-
vidual TEEs, while enabling secure cooperation of multiple
TEEs on the same system. M3 is a good starting point, but
several challenges need to be overcome to turn it into a TEE
architecture. We summarize the challenges and the threat
model we derived from it, then we present the TeeM3 design.

3.1 Re-Design Challenges

C1: Kernel Privileges. The M3 kernel has access to all
resources and can reconfigure all TCUs in the system. Thus,
it could compromise the integrity and confidentiality of both
TEEs and the RoT, if implemented as a tile. Challenge 1: The
kernel should not be able to tamper with TEEs or the RoT.

C2: Resource Ownership. Due to M3’s hierarchical sys-
tem design, parents own the memory and initial access rights
used by their children. Therefore, complex services such as
the pager or the file system could abuse their ownership to
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compromise TEE resources. Challenge 2: To ensure exclusive
ownership, parents should not have access to TEE resources.

C3: Resource Reclamation. We need to balance the re-
quirement that the kernel should be removed from the TCB
of a TEE with its ability to remain in control of the platform.
For example, if a TEE misbehaves or the user decides to ter-
minate it, the kernel should have a way to reclaim this TEE’s
resources. Challenge 3: The kernel should be able to kill a TEE
and reset its tile but not harm the TEE while it is running.

C4: RuntimeMeasurement. Each processor-basedM3 tile
runs an instance of TileMux, which operates in privileged
mode so that it can schedule multiple applications on its
tile and do low-level memory management. It is required to
load applications and is therefore part of the TCB for every
application on that tile. Thus, TileMux would need to be
measured when starting a TEE, but its internal state changes
during loading, which complicates attestation. Challenge 4:
The initial state of a TEE and its runtime must be predictable
at the time of measurement.

3.2 Threat Model
We consider TCBs for the security goals confidentiality, in-
tegrity, and availability. We assume all TCUs and the NoC to
be trusted, as these components are essential for the secure
operation of the system. All cores and accelerators outside a
TEE tile (except the RoT core), are untrusted regarding confi-
dentiality and integrity. The RoT is part of the TCB for con-
fidentiality and integrity, as it must attest to remote parties
that these security properties hold for TEEs. However, the
kernel, OS services for program loading, and the cores they
run on are considered untrusted regarding confidentiality
and integrity. They only remain part of the availability TCB,
as they are necessary for starting applications in TEEs. All
untrusted components can be under control of an attacker.

Our approach can tolerate transient-execution vulnerabil-
ities (e.g., Spectre [31], Meltdown [21], and Fallout [32]) in
cores, because each TEE has a dedicated core that does not
share the resources these attacks are based on with other
cores in the system. We can also tolerate isolation-breaking
bugs (e.g., GhostWrite [33] and ÆPIC [34]) in cores, because
TEEs are isolated via core-independent mechanisms. How-
ever, as TEEs still share the network-on-chip and DRAM,
additional means are required to defend against side channels
based on these resources [35, 36]. We also exclude software-
exploitable vulnerabilities based on physical properties of the
hardware such as power side channels [37–39] or row ham-
mering [40]. Finally, we consider timing side-channels [41,
42] that require constant-time execution out of scope.

In contrast to typical TEE designs, we consider memory
encryption and integrity protection optional. If implemented
at the boundary of the system-on-chip (SoC), it provides
protection against physical attacks on off-chip DRAM. If
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Figure 2:Architecture overviewwith TEE-enhanced TCUs (locking
and exclusive memory regions), TEEs based on UniMux, and the
new RoT tile. The example depicts the kernel tile (1), a general-
purpose TEE tile (2), an accelerator TEE tile (3), the RoT tile (4), a
general-purpose tile (5), and a memory tile (6).

implemented within a TeeM3 SoC, it additionally removes
the NoC from the confidentiality and integrity TCB. Without
these features, physical attacks are considered out of scope.

3.3 Architecture Overview
We start with an overview of our core-independent TEE ar-
chitecture by introducing the individual components and
their role in the system. As illustrated in Figure 2, TeeM3

keeps the basic architecture of M3. To support stronger iso-
lation as needed for TEEs, TeeM3 extends all TCUs with the
following new isolation mechanisms:

1. Exclusive memory regions restrict access to specific
tiles, preventing even the kernel and load infrastruc-
ture from accessing sensitive information. For example,
in Figure 2, only tiles 2 and 3 have access to the blue
region in memory tile 6.

2. TCU locking prevents changes to communication
channels, ensuring that the kernel and load infrastruc-
ture cannot modify the flow of data between tiles. In
Figure 2, tile 2, 3 and 4 have been locked.

These two mechanisms address C1 and C2 by removing
the kernel and loading infrastructure from the confidentiality
and integrity TCB of both the RoT and TEEs (Section 3.4.1
and 3.4.2). Through careful design, they also address C3. To
address C4, we replace TileMux with a runtime component
called UniMux that runs TEEs baremetal (tile 2 in the figure).
UniMux serves a role similar to TileMux, but is stripped
down and specifically built to support a single application
per tile (Section 3.5.1). To support remote attestation, we
added a new RoT tile to the system architecture. The RoT tile
includes a SHA-3 hash accelerator, which it uses to perform
a measured boot of its own firmware stages and all other
tiles in the system, including the kernel tile. After booting
completed, the RoT tile offers a remote-attestation service
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called RAS. The RoT is designed to have a minimal impact
on the TCB and protects itself and its secrets from the rest
of the system via the TCU lock and exclusive regions (see
Section 3.5.2 and Section 4.5 for details).

3.4 TCU Extensions
Turning a tile into a TEE means that everything on that tile
is trusted, whereas all other tiles should be considered un-
trusted. As the TCU is the component that isolates a tile from
the rest of the system, we enhance this hardware component
such that it can enforce TEE-like isolation without relying on
the OS. These TCU enhancements consist of two hardware
features that (1) protect TEE memory and (2) prevent the
kernel from reconfiguring TCU endpoints while the TEE is
running. We designed these features carefully such that they
can protect both user TEEs and the RoT. We will focus on
TEEs in this section and explain how the RoT uses the new
TCU protection features in Section 3.5.2.

3.4.1 Exclusive Memory Regions. In TeeM3, memory
is provided either by dedicated memory tiles that connect
to off-chip DRAM or by compute tiles with internal scratch-
pad memory (SPM). DRAM regions contain code or data for
compute tiles and tile-local SPM may be used by accelera-
tors that require predictable access latency, perform many
parallel memory accesses, or to store cryptographic secrets.
However, applications running on other tiles may need ac-
cess to certain regions of the accelerator’s SPM in order to
provide input data or retrieve results. In M3, access control
for memory regions is controlled by the kernel, who config-
ures memory endpoints in the “sending” TCU (i.e., the TCU
of the tile that issues read or write requests). In TeeM3, we
remove the kernel from the TCB of a TEE by adding support
for exclusive memory regions in the “receiving” TCU. A TEE
then needs to trust only its own tile and the TCU of the
memory or compute tile that provides memory to it (C1 and
C2). TeeM3 supports shared access to a tile’s memory for
cooperating TEEs, while denying access to all other tiles.

Region Registers. Each TCU has a number of exclusive-
region registers that can be configured with (1) an address
range within tile-local memory and (2) a tile ID that speci-
fies the owner of that region. For every incoming memory
request, the TCU compares the address range of the request
against its exclusive-region registers. If the request overlaps
with one or more exclusive regions, the TCUwill additionally
compare the ID of the requesting tile against the owner tile
IDs in in the matching exclusive-region registers. If the ID of
the requesting tile matches the owner of at least one region,
the request is permitted. Otherwise, access is denied. To keep
the hardware costs low, regions are power-of-two sized and
size aligned (like RISC-V’s physical memory protection).

RegionManagement. The exclusive-region registers need
to be configured by software, which needs to enforce certain

policies to achieve our security goals. For example, new shar-
ers may not be added to a region after a specific point (e.g., re-
mote attestation) and regions must be overwritten with zeros
before reusing the memory (e.g., to not leak secrets after TEE
shutdown). Enforcement of such policies in hardware would
be complex and inflexible. We therefore implement them in
RoT firmware, which we describe in Section 3.5.2. The RoT
is fully trusted for confidentiality and integrity anyway, so
this decision does not weaken our trust model. To control
which tile can configure exclusive-region registers, we add
a new region-manager register to the TCU that contains a
tile ID and a lock bit. The lock bit is initially disabled; once
enabled, only the tile named in region-manager register’s tile
ID field can write to this register and the exclusive-region
registers. Thus, TeeM3 is flexible enough to support a special-
ized region manager for each tile. However, in our prototype,
we keep things simple and let RoT configure itself as the
exclusive-region manager for every tile.

3.4.2 Tile Locking. In addition to enforcing access con-
trol for off-tile memory, TeeM3 must also protect individual
TEE tiles. In M3, the kernel configures send and receive end-
points in TCUs to set up inter-tile message passing. However,
it must be trusted to not compromise confidentiality or in-
tegrity of communication channels later on. For example,
it could redirect communication channels to a different re-
ceiver or a man-in-the-middle tile that intercepts messages.
TeeM3 introduces tile locking as a second TCU-based pro-
tection mechanism that prevents such attacks. The TeeM3

kernel still configures all send, receive, and memory end-
points in a TEE’s TCU, but it cannot make arbitrary changes
after the TEE started (addressing C1 and C2). However, to
reclaim resources of crashed or misbehaving TEEs (C3), the
kernel can reset a tile, resulting in termination of the TEE
and invalidation of all its communication channels. This
mechanism is based on a lock bit and a generation counter.

Lock Bit. We added a lock bit to all TCUs in TeeM3. This bit
turns a tile into a TEE by activating two protection measures:
First, the kernel can no longer change TCU endpoint registers
directly, but only “propose” changes that the TEE must agree
to (details below). Second, locked TCUs deny all incoming
memory requests unless they pass the owner check for an
exclusive region as explained in Section 3.4.1. A program
running in a TEE can only enable the TCU lock bit, but the
kernel can disable it indirectly by resetting the tile. Note that
resetting a tile kills the TEE, but it does not automatically
remove exclusive regions owned by that TEE. Instead, the
kernel must ask the RoT to remove them according to clean-
up policies described in Section 3.5.2.

Frozen Endpoints. If the lock bit prevented any change
to TCU endpoint registers, TeeM3 would impose a severe,
perhaps unacceptable limitation on applications: Many M3

service protocols could no longer function and cooperating
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TEEs could not dynamically establish communication chan-
nels at runtime. To make TeeM3 a practical and dynamic
TEE platform (satisfying C3), we decided to allow changes
to communication channels using a propose-freeze-accept
protocol between the kernel and the TEE. When a TCU is
locked and the kernel writes to an endpoint register, the
TCU will freeze the affected endpoint. While frozen, the TEE
cannot use this endpoint, but it can inspect the “proposed”
change and, if deemed acceptable, unfreeze the endpoint with
its new configuration. To do so, the TEE uses a newly-added
unfreeze command of its TCU that can only be used from
the TEE tile. Note that the TeeM3 kernel must be trusted not
to abuse endpoint freezing for denial-of-service attacks. But
since it is a microkernel, we believe that keeping it in the
availability TCB is a worthwhile tradeoff.
Verification of endpoint configurations is performed in

two stages. The first protects the integrity of TEEs, which
only concerns receive endpoints as the only inwards facing
endpoints. Without further measures, the kernel could cor-
rupt TEE memory by overlapping a receive buffer with TEE
state. Since the TEE chooses the receive-buffer address, but
needs to ask the kernel for endpoint configuration, TEEs
defend against this attack by checking whether exactly that
address has been set in the frozen endpoint. It requires
no application-specific knowledge and is done in a TeeM3-
specific library. The second stage checks application-specific
properties such as correct assignment of communication
partners and memory areas. It is more complex and must be
performed by the external verifier during remote attestation.

Tile Generations. Since the kernel is allowed to reset a
(locked) tile at any time, it could kill a TEE and then put a
new application at the orphaned end of an existing inter-TEE
communication channel. To prevent such an attack, we intro-
duced a generation counter into each TCU. This counter starts
with a value of zero at boot time and is incremented every
time the corresponding tile is reset. The TCU endpoints that
form a communication channel between two tiles are only
valid, if their own (not incrementing) generation counters
match the current value of the TCU’s generation counter.
Otherwise, the TCU will not transmit any data and instead
report a communication error, thereby preserving confiden-
tiality and integrity of inter-TEE communication. Note that
the reset operation fails, if the counter reached its maximum
value; the platform must then either reboot or the RoT re-
quires a mechanism to remove all communication channels
to this tile and then reset the generation counter.

3.5 OS Extensions
Besides the hardware extensions, TeeM3 required several
modifications in OS components inherited from M3. By de-
sign, M3 runs the TileMux multiplexer on all core-based tiles.
Using the multiplexer protocol, the kernel instructs TileMux
instances to start or stop activities and modify page tables.

TeeM3 seamlessly integrates its RoT and TEEs into this sys-
tem architecture by supporting this protocol for their tiles,
too. To this end, we replace TileMux on both the RoT and
TEE tiles with a less complex Rust library called UniMux.
However, UniMux only supports one activity in a single,
eagerly-mapped address space and denies all kernel requests
for page-table manipulations. This design choice is inten-
tional, as page-table updates must never be allowed for the
RoT and are undesirable for user TEEs, because they compli-
cate measuring a TEE’s code and configuration state unnec-
essarily. TeeM3 extends the multiplexer protocol with new
operations for managing exclusive regions that are only sent
to and handled by the RoT.

3.5.1 TEE Runtime. To solve the self-referential problem
with TileMux, whose state is changed during application
load, but also needs to be measured (C4), we decided to side-
step this problem by running TEEs baremetal and only link
them against UniMux. In contrast to VM-based TEEs, run-
ning baremetal causes no nested-paging overhead. However,
running baremetal on M3 does not restrict the functionality,
because all OS services are offered via TCU-based protocols,
with protection of the application enforced by the TCU. By
bundling TileMux as a unikernel-like library, TEEs benefit
from compiler optimizations, reduced program complexity,
and a smaller binary size [43, 44]. But more importantly, this
approach prevents time-of-check to time-of-use (TOCTOU)
attacks by using eager paging instead of demand paging. The
TeeM3 kernel and loader services copy the complete binary
into the exclusive TEE memory region before the RoT mea-
sures it. Bundling UniMux as a library also moves TileMux
functionality into the attested binary, making it difficult to
tamper with UniMux functionality for a particular binary. If
TEEs were running on top of TileMux instead, it would be
easier for the kernel to tamper with TileMux during the TEE
loading process.

Note that the TeeM3 kernel and loader services including
the file system need to be trusted during the initial setup.
However, this "trusted during setup" approach can be turned
into a "trust but verify" approach through remote attestation.
By including both the hashes of the loaded software and
the TCU configurations into the report, an outside party can
verify that the TEE has been loaded and configured correctly.

3.5.2 Root of Trust. Our TEE architecture includes a ded-
icated RoT tile, which boots first and is responsible to boot-
strap the kernel tile. A boot ROM in the RoT tile contains
a low-complexity boot loader, which initiates a multi-stage
startup process of the RoT firmware. The firmware and all its
state is exclusively kept in local SPM of the RoT tile. Follow-
ing the DICE [45] approach, it loads, measures, and executes
later RoT firmware stages, while deriving an attestation key
that will remain in SPM for use by the final firmware stage.
Hash generation and symmetric key derivation uses a SHA-
3 accelerator within the RoT tile (see Section 4.2) and the

1971



TeeM3: Core-Independent and Cooperating Trusted Execution Environments ASPLOS ’26, March 22–26, 2026, Pittsburgh, PA, USA

RoT

RAS

Kernel Loader TEE Accel
start

lock+excl lock+excl
signal

measure

build+sign report

RA
2

load 3

boot+lock 1

start 4 load 6

7

11

12

10

acq 9

5

8

Figure 3: Steps in an end-to-end attestation scenario

ed25519-dalek library is used for asymmetric keys. The
third stage loads and measures the code of the TeeM3 kernel
and TeeM3 base services that will later be included in attes-
tation reports. Afterwards, the third stage locks the RoT tile,
starts the kernel, and replaces itself with the final RoT stage,
the remote-attestation service (RAS).

RAS is linked against UniMux, which starts and then waits
until it receives the start-activity message from the loader.
Upon receiving this message, all communication channels
(e.g., to the kernel) have already been established. We chose
this startup procedure to make RAS appear like an ordinary
OS service, even though it is not started by the regular TeeM3

loader. Since RAS runs on a locked tile, it first verifies its
TCU endpoints (e.g., making sure the receive-buffer address
is as expected) and unfreezes them afterwards.

Besides creating remote-attestation reports, RAS manages
the exclusive regions on all tiles (see Section 3.4.1). To sup-
port both shared memory and prevent that additional sharers
are added after a certain point, we introduced the concept of
closed regions. Until a region of a TEE is closed, overlapping
regions owned by other TEEs can be added. The owning
application decides, when a region should be closed. This
decision is recorded by the RoT, which will then disallow
any further overlaps with the closed region. During remote
attestation, the verifier should accept only reports with all
exclusive regions closed. RAS also validates region-removal
requests by the kernel. It removes a region only if the gener-
ation counter of the owning tile is greater (i.e., after a reset)
than the counter value that RAS recorded for this region.
Otherwise, the removal request is denied, as the tile might
still use the region. Before removing the last sharer of a
region, RAS zeros the memory to ensure no secrets leak.

3.6 Putting it All Together
Now that all mechanisms are in place, we explain the indi-
vidual steps that are required in an end-to-end scenario from
booting the system to performing a remote attestation. These
steps are illustrated in Figure 3. The system boots the RoT
tile first, which runs a multi-stage firmware that measures
all components and finally locks the RoT tile to protect itself
( 1 ). Afterwards the RoT starts the kernel ( 2 ), replaces it-
self with the remote-attestation service (RAS) ( 3 ), and then
waits for the start-activity signal. Like in M3, the TeeM3 ker-
nel starts the loader on the first user tile ( 4 ), which then
starts the remaining OS services. Afterwards, the loader sig-
nals RAS to start ( 5 ) and then loads the application onto the
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Figure 4: Architecture implementation of a hardware accelerator
tile. Red-colored blocks (Regfile, TCU Ctrl) are security-relevant,
while the green part (NoC Ctrl) only performs NoC transfers and
memory accesses. Blue-colored boxes include hardware functional-
ities to support TEEs.

TEE tile ( 6 ). The loader starts the TEE application baremetal
(as it is linked with UniMux), makes the memory regions
exclusive, and locks the tile ( 7 ). Now the TEE tile and its
external memory regions are protected: Other tiles (not even
the kernel) cannot change its state anymore. The loader then
asks RAS to measure the TEE’s memory regions for a later
attestation ( 8 ). Afterwards, the TEE can start running and
perform other actions, like in this case acquire the access
rights for the accelerator tile ( 9 ), lock the accelerator tile,
and configure for itself (with the help of RAS) an exclusive
region within the accelerator’s SPM ( 10 ). The system now
runs two cooperating, heterogeneous TEEs and is ready to
report its state via remote attestation. When an attestation
request is received via network ( 11 ), the loader asks RAS
to prepare and sign an attestation report ( 12 ). This report
contains hashes over the two TEE states, all OS components
loaded during boot, the system configuration, and the state
of all TCUs that protect the TEEs, including their exclusive
memory regions. The verifier can use this information to
decide whether the system is in the expected state.

4 Implementation
We built TeeM3 upon the openly available hardware- and
software platformM3 [46]. Adding support for TEEs required
substantial changes to both hardware and software. We de-
scribe the most important modifications in the following.

4.1 TCU Extensions
Every tile contains a TCU, but there are different variants
depending on the type of tile (e.g., memory-tile TCUs have
no endpoints). Figure 4 shows the TCU components we in-
herited from M3 and our extensions for TEE support for an
accelerator tile. The TCU consists of three functional blocks:
1) the NoC controller (NoC Ctrl) to handle data transfers
to the NoC and to tile-internal components like memory, 2)
the TCU controller (TCU Ctrl) that executes commands, and
3) a register file (Regfile) with command registers, through
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which the tile’s core can send commands to the TCU. The
NoC controller is the DMA unit that handles data trans-
fers. It operates with multiple channels to support parallel
processing and to prevent deadlocks, for example, due to
dependencies between accesses to the core and memory. In
contrast to the TCU controller and register file, the NoC
controller does not perform security-relevant tasks.

We added extensions for TEE support in three parts (blue
boxes in Figure 4): First, the register file has new registers for
exclusive regions (for 16 regions in the current implementa-
tion) and the region-manager register. The region-manager
register stores the TCU lock bit and the number of currently
configured regions. This second register field speeds up iter-
ating through the list of active regions that must be checked
for everymemory request. Second, the TCU controller checks
incoming memory requests and allows access according to
configured exclusive regions as explained in Section 3.4.2.
Since parallelizing the exclusive-region checks can improve
performance, we implemented and tested multiple designs
with different degrees of parallelism. We found that for our
applications the best trade-off between performance and
hardware resources is to check two regions in parallel. And
third, the extension to the NoC controller forwards incom-
ing data transfers to the TCU controller to check, because
only the TCU controller performs such security-relevant
operations. For memory read requests, the NoC controller
forwards the request to the memory while letting the TCU
controller perform the exclusive-region check in parallel.
This may improve performance if a memory read requires
a certain latency (e. g., for DRAM accesses). If the TCU con-
troller denies the request later, read data is dropped.

4.2 SHA-3 Accelerator
We integrate a Keccak accelerator implementing SHA-3-{224,
256, 384, 512} and the extendable-output functions SHAKE-
{128, 256}. The accelerator exposes a 64-bit control interface
and a 128-bit memory interface backed by 4 KiB SPM. The
Keccak accelerator is part of the RoT tile, which uses it to
measure the software states. After booting completed, the
RoT tile runs the remote-attestation service (RAS), which
offers the Keccak accelerator to applications, too. Applica-
tions must configure memory endpoints in the RoT’s TCU
to provide it access to input data and return the hash.

4.3 AES Accelerator
We also added an Advanced Encryption Standard (AES) accel-
erator operating in electronic codebook (ECB) mode1. This
simple proof-of-concept implementation encrypts one AES
block (128 bits) at a time. The accelerator is integrated into
a dedicated tile, which also contains a simple RISC-V core.
Control firmware running on this core drives the accelerator
and makes it accessible to applications. Our implementation

1ECB mode is insecure and only used for simplicity.

supports the file protocol (introduced by M3x [23]), which
enables streaming data to or from files (or UNIX-like pipes).
Similarly to the Keccak accelerator, this protocol requires the
input source and output sink (e.g., the file-system service)
to configure a specific endpoint in the accelerator’s TCU, so
that the firmware on the accelerator’s core can access it. This
protocol is used both for input and output side, allowing the
accelerator to stream data from one file, encrypt it, an then
write it an output file.

4.4 M3 Kernel
In TeeM3, we also had to add TEE support to the kernel.
In a nutshell, we extended its capability system with quota
support for exclusive-region registers and added two new
system calls: one for locking a tile and and another one for
forwarding region-management requests to the RoT.

4.5 RoT
Besides the TCU lock to protect the RoT from the kernel,
the RoT also uses an exclusive region to provide the TeeM3

loader access to a specific part of its address space. This way,
the RoT can receive information from the loader without
having to trust this service for any other parts of its address
space. This buffer is used to communicate command-line
arguments and the capability selector for the communication
channel to the loader.

5 Evaluation
In the evaluation we address three questions: (1) what perfor-
mance impact do the added hardware and software features
incur, (2) how much do the hardware costs rise to support
TEEs, and (3) how does the trusted computing base of TeeM3

compare to M3 and other TEE solutions.

5.1 Performance Implications
5.1.1 Measurement Setup. We run all of the experiments
on our FPGA-based hardware implementation on an AMD
Xilinx Virtex UltraScale+ FPGA (VCU118 board). The plat-
form contains eight processing tiles with a single RISC-V
core each and two memory tiles with interfaces to exter-
nal DDR4 DRAM. All tiles are connected by a NoC using a
2x2 star-mesh topology. The platform contains an in-order
Rocket core [47] for the kernel tile; other Rocket cores and
out-of-order BOOM cores [48] are in user tiles. Both are 64-
bit RISC-V cores with MMU and 16 KiB L1 cache, each for
instructions and data, as well as a shared 512 KiB L2 cache.
For the RoT tile and the AES tile, we use PicoRV32 [49], a
tiny 32-bit RISC-V implementation. Clock frequencies are
100 MHz for the Rocket and PicoRV32 cores and 80 MHz for
the BOOM cores to meet timing requirements during FPGA
synthesis and place-and-route. If the standard deviation is
below 1% we do not show it in the plots.
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Figure 6: Overhead for DRAM accesses for TEEs (with 4, 8, and
16 exclusive regions) and non-TEEs (w/o exclusive regions) for
random memory accesses within differently sized memory areas.

5.1.2 Communication Channels. We start with micro-
benchmarks that evaluate the communication performance.
When running as a TEE, the tile gets locked which pre-
vents the kernel from changing TCU endpoints (EPs) without
agreement by the TEE. This causes overhead when setting
up communication channels that we evaluate in this section.
The benchmark creates an EP of each type with 100 repeti-
tions after 100 warmup runs. The results in Figure 5 show
that the overhead is small (below 4%), but slightly higher
for memory EPs. The reason is that the kernel performs a
check when creating a memory EP for an exclusive region to
provide better error messages in case the tile has no access
to the region. This could be optimized away, since the TCU
will block access attempts anyway. The unfreeze operation
itself has no significant overhead.

Note that the actual communication performance (besides
setup time) is the same for ordinary applications and TEEs.
This is in contrast to existing solutions like SGX, where com-
munication with other software components is performed
over the untrusted OS kernel and therefore requires enclave
exits and costly protection like encryption. For example,
SCONE [50] reports only 60% of the native throughput when
running Redis in an SGX enclave. Solutions for VM-based
TEEs like Gramine-TDX [51] must also protect all sensi-
tive communication that leaves a confidential VM using
expensive cryptographic operations. As TCU-based com-
munication bypasses the TeeM3 kernel, no such protection
is required, leading to zero overhead.

5.1.3 ExclusiveRegionAccess. Exclusive regions require
an additional check for every memory access. We therefore
evaluate the overhead when causing as many memory ac-
cesses as possible. We use two variants: 1) a cache-miss
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Figure 7: Overhead for SPM accesses for TEEs (with 4, 8, and 16
exclusive regions) and non-TEEs (w/o exclusive regions) for TCU-
write operations with sizes.

heavy workload to cause many exclusive-region checks in
DRAM, and 2) TCU transfers to cause many exclusive-region
checks in the SPM of another tile. For both variants, we run
four instances of the benchmark, which occupies all tiles
with general-purpose cores on our hardware platform. The
benchmark instances are run both as normal applications
and TEEs, leading only to exclusive-region checks in the
latter case. Since the regions are checked in order, the time
for the check depends on the number of active regions. We
therefore run the benchmark with different numbers of ac-
tive regions by installing an appropriate number of unused
regions before the ones used by the benchmark instances.
Each benchmark instance uses 1000 and 10 repetitions

for SPM and DRAM, respectively, and 10 warmup runs for
both. We show the runtime and standard deviation of the
worst instance in Figure 6 and Figure 7 for DRAM and SPM,
respectively. As can be seen, the slowdown for DRAM ac-
cesses is below 1.5% even if all 16 exclusive regions are in
use. This is because off-chip DRAM accesses are relatively
slow (about 40 cycles from the memory-tile’s TCU) and the
exclusive-region checks for reads are performed in parallel to
the actual DRAM request. In contrast, on-chip SPM accesses
take a single cycle, leading to a slowdown of up to 20%.

5.1.4 Accelerator Benchmarks. We use three different
scenarios involving accelerators to demonstrate the flexibil-
ity of our approach:

AES stream: The first scenario makes use of the AES
accelerator to encrypt a file. The benchmark allocates
the AES tile for exclusive use and loads the acceler-
ator multiplexer onto the PicoRV32 core in that tile.
Since the multiplexer understands the file protocol,
the benchmark opens the input and output file and
connects the multiplexer with these files. Afterwards,
the benchmark lets the multiplexer stream the file data
through the accelerator.

File hash: The second scenario uses the SHA-3 acceler-
ator to produce a SHA-224 hash of a file. This acceler-
ator is part of the RoT tile and the remote-attestation
service (RAS) allows applications to access it.

IoT MAC: The final scenario tries to replicate a typical
scenario in IoT devices: data produced by an applica-
tion (e.g., read from a sensor) is stored encrypted and
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Figure 8: TEE overhead for different accelerator scenarios, depend-
ing on the data size to encrypt/hash. The number on each bar shows
the total time for the non-TEE variant in cycles.

integrity-protected as a file. This file could be post-
processed in the cloud after verifying its integrity and
authenticity. We make therefore use of both accelera-
tors to first AES encrypt the data and produce a SHA-
224 hash of the encrypted data afterwards. The data is
streamed through the AES accelerator via UNIX-like
pipes, as already provided by M3, and also streamed
to the SHA-3 accelerator via pipe.

All three scenarios are run as normal applications and
as TEEs. In both cases, they are run on top of UniMux and
eagerly-paged to improve the comparability. When run as a
TEE, the file-hash scenario additionally runs on a locked tile
and with an exclusive memory region (the RoT tile is always
already locked). The AES-stream scenario additionally locks
the allocated AES tile. The IoT-MAC scenario locks the AES
tile as well and uses exclusive regions for the pipe buffers to
protect confidentiality and integrity throughout the chain.
After the benchmarks, exclusive regions are freed again. In
consequence, running these scenarios with TEEs comes with
more setup and tear-down overhead, but protects their exe-
cution and communication channels from other software on
the system, most importantly from the kernel and load infras-
tructure. Note however that we do not include the zeroing
of the exclusive regions in the measurements and therefore
assume that sufficient unused memory is still available. Zero-
ing has the usual cost of a memset and can be avoided when
using memory encryption with per-TEE encryption keys.
We run all scenarios with 8 repetitions after 2 warmup

runs and vary the data size (i.e., the size of the file/data to
hash/encrypt). The results are shown in Figure 8. As can
be seen, the overhead is below 5% for all scenarios and is
primarily caused by setup and teardown operations. For
that reason, the relative overhead is larger for smaller data
sizes and decreases with an increasing data size. The setup
overhead is more pronounced for the IoT-MAC scenario,
because it uses multiple exclusive regions for the pipe buffers,
which require expensive calls to RAS on the slow RoT core.

5.1.5 Application-level Benchmark. As a final perfor-
mance study, we evaluate TEE run-time overhead for a larger
application scenario. The key-value store LevelDB [52] re-
ceives requests from a TCP socket, performs the requested
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Figure 9: Runtime of different LevelDB workloads when run as a
normal application ("no-TEE") and a TEE.

query on its database, and then replies to the requestor. Lev-
elDB uses an in-memory file system already provided by M3

as its backend and communicates over the loopback device of
M3’s network stack with a client running on the same FPGA.
We run this benchmark once with LevelDB as a TEE and
once as a normal application. For comparability, LevelDB is
linked against UniMux to run bare-metal in both cases.
The client uses a workload generated with the Yahoo!

Cloud Serving Benchmark (YCSB) [53], which offers insert,
update, read, and scan operations. As the operations stress
the system in different ways, we generated workloads with
different mixes: the read-heavy workload uses a proportion
of 80-10-10 (80% reads, 10% inserts, and 10% updates), the
insert-heavy workload uses 10-80-10, and the update-heavy
workload uses 10-10-80. As scan operations are the most
expensive, we handle them specially here: the scan-heavy
workload uses 10% reads, 10% inserts, and 80% scans, and
finally the mixed workload uses 50% reads, 30% updates, 10%
inserts, and 10% scans. All workloads are generated with
the Zipfian distribution and consist of 200 records that are
created at the beginning, followed by 200 operations for the
scan-heavy workload and 1000 operations for all others.
Figure 9 shows the result of 4 runs after 1 warmup run.

As can be seen, running LevelDB in a TEE causes no perfor-
mance overhead. This is because although exclusive-region
checks need to be performed, the stress on the DRAM (in
contrast to the worstcase analyzed in Section 5.1.3) is not
sufficient to cause a measurable slowdown.

5.2 Hardware Costs
The consumed FPGA resources are listed in the first part
of Table 1. The TCU variant includes all existing features
including TEE support. The exclusive-region check performs
two checks in parallel. Most of the resources in the TCU are
spent for the I/O FIFOs in the NoC controller to ensure proper
buffering and arbitration of the data between different NoC
controller channels. As presented in Section 4.1, the NoC
controller is the actual DMA unit to provide the interface
between the NoC and the tile. These resources must always
be spent in a tiled architecture even if we would remove all
security features from the TCU. FPGA memory blocks are
only used by the TCU’s internal translation lookaside buffer
to support virtual memory. Adding extensions for TEEs in
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Table 1: FPGA resource consumption of the TCB in comparison
to other approaches: Logic and LUT-RAM (LUTs), registers (Flip-
flops, FFs), and block RAM (BR) with 36 kbit per block. For the
comparison we normalize the LUTs in the last column.

Component LUTs [k] FFs [k] BRs norm.

TeeM3 39.0 16 1.5 1.0
RoT: PicoRV32+Keccak 9.6 3.9 0
NoC router 3.9 2.3 0
TCU 25.5 9.8 1.5
NoC controller 11.4 1.8 0
TCU controller 5.5 2.9 1.5
Regfile 3.8 2.5 0
TEE support 4.8 2.6 0

M3 standard 69.1 31.3 147.5 1.8
RISC-V Rocket+cache 44.5 21.8 146
NoC router 3.9 2.3 0
TCU (w/o TEE support) 20.7 7.2 1.5

AccShield [8] 225.9 5.8

CURE [54] 97.5 2.5
2x Rocket+cache 91.7
TEE support 5.8

HECTOR-V [55] 9.3 0.24
RVSCP based on RI5CY 5.7
TEE support 0.5
AXI4 crossbars 3.1

the TCU increases the number of LUTs and FFs by about 19%
and 27%, respectively. The higher increase of FFs is caused
by 16 additional exclusive-region registers.

Compared to the RISC-V Rocket core, the TCU takes about
57% of the LUTs. However, larger and more performant cores
such as the BOOM core take up significantly more space
(144.4k LUTs, 74.5k FFs, and 158 BRAMs in our setup), re-
sulting in a relative size of 18% for the TCU. Furthermore,
in contrast to the RISC-V cores, the TCU requires almost no
memory resources. This is an advantage in real ASIC designs
where memory area is one of the most expensive parts.

5.3 Trusted Computing Base
5.3.1 HardwareComponents. Wenow compare the TCB
for confidentiality and integrity of different approaches with
TeeM3, shown in Table 1. For TEEs in TeeM3, we consider the
RoT tile, the TCU, and the interconnect (now a single NoC
router) as the hardware TCB. Depending on the application
scenario, a TEE needs to trust other components as well,
including the core it is running on. Compared to M3, whose
TCB consists of the TCU, the NoC, and the kernel tile with a
Rocket core, TeeM3 reduces the TCB size by a factor of 1.8.

AccShield [8] provides an FPGA prototype with TEE sup-
port for machine-learning accelerators, which are deployed
in the cloud. The design contains a security manager, crypto
engines, and control logic, leading to a 5.8x larger hardware

Table 2: Comparison of software TCBs for confidentiality and in-
tegrity. Note (*): TeeM3 andM3 only use a fraction of these libraries.

TEE approach SLOC RISC-V inst. normalized

TeeM3 < 112,824 72,587 1.0
RoT 1,824 62,751
UniMux 950 9,836
Libraries (*) < 110,050

M3 standard < 70,588 248,308 3.42
Kernel 7,697 68,480
TileMux, loader 8,188 179,828
Libraries (*) < 54,703

Keystone 71,825 3,776,872 52.0
OpenSBI firmware 29,822 3,756,321
Security monitor 6,988 13,053
Eyrie runtime 35,015 7,498

TCB than TeeM3. The security architecture CURE [54] sup-
ports TEEs by modifying a CPU’s register file (two Rocket
cores), its L2 cache, and the system bus for access control. In
this approach, the large Rocket cores remain in the hardware
TCB, resulting in a 2.5x larger TCB than TeeM3.

HECTOR-V [55] implements a single hardware isolation
module (as opposed to multiple identical TCUs) that enforces
communication control and provides a hardened RISC-V pro-
cessor (RVSCP) for TEEs. The trusted parts of a TEE for con-
fidentiality and integrity are therefore RVSCP, the isolation
module, wrappers to perform access-control checks next to
each peripheral component, and the interconnect. Their pe-
ripheral wrappers require only a few FPGA resources and
correspond to the TCUs in our design. However, it is still
unclear how multiple TEEs could collaborate on HECTOR-V
and how they can get access to OS services. As demonstrated
in our performance evaluation, both processor-based TEEs
and accelerators are fully integrated into the system and
have direct access to OS services. TeeM3 is therefore larger,
but offers a more general and flexible solution. Note however
that comparisons of LUT counts, in particular for different
approaches, need to be taken with a grain of salt.

5.3.2 Software Components. Table 2 shows the code
sizes of the software TCBs for TeeM3, standard M3 without
TEE support, and related works. Both TeeM3 andM3 are writ-
ten in Rust, with some inline assembly. We found it difficult
to compare source lines of code (SLOC), because the TeeM3

RoT, kernel, and loader services have library dependencies
comprising tens of thousands of lines of Rust code, of which
they use only a small fraction. Precisely identifying those
library functions that are actually required by the kernel,
RoT, UniMux, and loader services would have required man-
ual inspection of the whole code base. We therefore chose
to compare code sizes based on the number of RISC-V in-
structions that end up in the individual components after
the compiler and linker eliminated all unreachable library
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code. Based on this metric, the confidentiality and integrity
TCB for all TEEs (i.e., RoT and UniMux) is 3.42x smaller than
the code size of the standard M3 kernel and loader services.
The latter are still part of the TCB for availability.

Comparing TeeM3 to other solutions is difficult due to
different feature sets. For example, Keystone [56] provides
sealed memory, but TeeM3 does not. Nevertheless, we in-
clude code-size numbers for Keystone2 as a reference point
in Table 2. Keystone’s security monitor is part of the confi-
dentiality and integrity TCB for all TEEs. Its code is smaller
than our RoT, but embedded into the OpenSBI firmware, re-
sulting in a more than fifty times larger binary. Keystone’s
Eyrie runtime must be trusted by a TEE and is comparable
to the binary size of UniMux.
The authors of CURE [54] report 3,130 SLOC for their

security monitor, which includes cryptographic routines for
signing attestation reports and is smaller than our RoT. CURE
enclave applications also depend on a “small custom library
(10KB)” [54] as the TEE runtime. The authors state that their
security monitor is shielded from the rest of the firmware
after boot, but to the best of our knowledge, the bootloader
still remains part of the TCBs for confidentiality and integrity.
The availability TCB of both CURE and Keystone includes
an untrusted Linux OS, which is several orders of magnitude
larger than the M3 kernel and loader. The publications on
AccShield [8] and HECTOR-V [55] do not discuss software
complexity and are therefore omitted from Table 2.

6 Related Work

TEEs for CPUs. Intel SGX [1] and TDX [2], AMD SEV-
SNP [3], Arm CCA [57], or TrustZone [4] implement TEEs
as a separate execution mode of a general-purpose processor.
The same is true for academic works such as Sanctum [5] or
Sancus [58], which add TEE executionmodes to RISC-V cores
or micro-controllers, respectively. This design choice makes
TEEs vulnerable to side-channel attacks, as an application
in a TEE can involuntarily leak its secrets to untrusted code
running on the same core [14, 16, 21, 31, 32, 59, 60]. If the
RoT is also integrated into such a core, micro-architectural
side channels can even compromise RoT signing keys, as has
been demonstrated for SGX [15]. Sanctum [5] tries to mini-
mize this risk by implementing costly mitigations. However,
research [61] indicates that such vulnerabilities cannot be
ruled out completely. TeeM3 avoids side-channel attacks on
TEEs and the RoT by placing each of them on a separate tile.

TEEs for Accelerators. Besides the side-channel issue,
none of the aforementioned TEE solutions considers hetero-
geneity. Works like Graviton [6], ShEF [7], AccShield [8]
and others [25, 62] provide TEE support for GPUs or other
accelerators, but treat them in isolation from the rest of the

2Based on keystone-enclavemaster branch, commit 08a241b as provided
in latest available Docker image (2023-09-15).

system. HIX [26], SGX-FPGA [27], and MeetGo [28] go one
step further by protecting device drivers for the accelera-
tor in a CPU-based TEE, or they enable secure cooperation
between CPU enclaves and an accelerator TEE. These are
all specialized solutions that introduce another TEE imple-
mentation (in addition to CPU TEEs), thereby increasing the
overall complexity of the system. In contrast, the enhanced
TCU of TeeM3 minimizes system complexity by supporting
arbitrary processing units and I/O devices with multiple, but
identical instances of a single TEE enforcement mechanism.

Heterogeneous TEEs. Some works implement heteroge-
neous TEEs [63] using frameworks like Keystone [56] on
top of CPU-based enclaves, but therefore must always trust
a management CPU core that is not part of the TEE itself.
SeCReT [64] highlights that inter-TEE cooperation in such a
system architecture requires expensive cryptographic opera-
tions to secure the ad-hoc communication channels between
them. HETEE [65] provides heterogeneous TEEs in data cen-
ters, but using a rather heavy-weight approach based on a
separate PCIe-connected system running Linux as the secu-
rity controller. HECTOR-V [55] and CURE [54] resemble our
architecture themost. As discussed in Section 5.3.1, HECTOR-
V has a smaller hardware TCB than TeeM3 at the cost of
providing a less flexible solution, whereas CURE comes with
a significantly larger hardware TCB than TeeM3.

7 Discussion

Generalizability. The main design principle of TeeM3

is that TEEs are isolated out-of-core using a hardware en-
forcement module that is separate from potentially complex
processing units. To fully realize this design, we argue that
the following three design and security concepts are nec-
essary. First, exclusive memory ownership ensures that only
one entity, namely the TEE, has access to its private memory.
Second, TEEs have exclusive control ownership of their com-
munication channels, ensuring confidentiality and integrity
for all communication between cooperating TEEs. And third,
a remote system-software design enables TEEs to use services
provided by the OS, but prevents these services (including
the kernel) from spying on or manipulating the TEE. None
of these concepts are specific to M3, but they are all essential
for out-of-core enforcement of TEE isolation.
In TeeM3, exclusive ownership for memory and commu-

nication control is enforced by two light-weight hardware
mechanisms in the TCU that implement exclusive memory
regions and tile locking, respectively. Both mechanisms de-
privilege the kernel and load infrastructure such that they
cannot access TEEmemory, nor add or exchange communica-
tion partners. As the TeeM3 kernel and other OS services run
on dedicated cores (i.e., remote to the TEE’s own core), these
other cores are deprivileged as well. Out-of-core TEE archi-
tectures other than TeeM3 would likely enforce exclusive
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memory ownership in their separate hardware enforcement
modules, too. An example is CURE’s memory arbiter [54],
which implements physical memory protection (PMP) out-
side the CPU core to shield enclave memory from the un-
trusted OS kernel. Both CURE andHECTOR-V [55] alsomake
a step towards securing communication channels. They fea-
ture I/O bus arbiters that protect communication between
CPU-based TEEs and devices. However, they do not support
exclusive control ownership for communication channels, as
their “security monitors” can still make arbitrary changes to
these channels. Mechanisms similar to TeeM3’s TCU lock bit
and tile-generation counters would be required to prevent
them from tampering with communication channels in the
same way as TeeM3’s system software is prevented from
manipulating endpoints in the TCU of a locked TEE tile.

TEE solutions such as Intel SGX and VM-based TEEs (e.g.,
TDX or SEV-SNP) also implement exclusive memory own-
ership, but the relevant hardware logic is tightly integrated
into complex cores. Being shared-multiprocessor architec-
tures, these platforms would require several changes in order
to move enforcement of inter-core memory isolation out of
their processors. A possible starting point could be the PMP-
based approach demonstrated by core slicing [66], which
supports static partitions of cores and memory regions. The
resulting core-level isolation also enables a remote system-
software design for the OS. Furthermore, an I/O memory
management unit (IOMMU) could be enhanced to protect
communication between CPU-based TEEs and accelerators,
or other devices connected through an interconnect like
PCI Express or AXI. A TCU-like locking mechanism and
generation counters could be added to such an enhanced
IOMMU, thereby enabling exclusive control ownership for
dynamic communication channels between processor-based
and device-based TEEs.

Tile-based TEEs. We deliberate chose a tile-based archi-
tecture to enforce out-of-core TEE protection, as it allows
TeeM3 to isolate TEEs with any type of processing unit.
However, this approach also reduces system complexity
and makes it easy to reason about TEE security. Like other
works [66] that do not let multiple TEEs share a core, we
allow only one TEE per tile. If two TEEs 𝐴 and 𝐵 ran on the
same tile and there was a communication channel to this
tile, the TCU could not guarantee that a message for 𝐴 will
actually be delivered to 𝐴 and not 𝐵. Similarly, the TCU of a
memory tile could not guarantee that only 𝐵 and not 𝐴 has
access to an exclusive-memory region. Lifting that limitation
is possible, but it would make the TCB more complex. We
leave the investigation of this trade-off for future work.

Message-Passing Restrictions. In contrast to memory
accesses, we decided against restrictions for message passing.
Since the kernel needs to be able to establish communica-
tion channels, it can also create channels that allow it (or

other tiles) to send messages to all TEEs with existing re-
ceive endpoints. As all TEEs need to communicate with the
kernel, it does not help to enforce that messages can only
be received from specific tiles. In other words, TEEs need to
be prepared for receiving messages from unexpected tiles.
However, messages can easily be filtered, as the message
header contains an unforgeable sender tile ID. For exam-
ple, the IoT MAC scenario evaluated in Section 5.1.4 can
check if data does indeed come from the sensor application.
In any case, unrestricted message passing does not violate
the confidentiality and integrity of TEEs, because messages
are placed at receiver-controlled locations. However, it can
impact the availability of TEEs, as the kernel can perform
denial-of-service attacks. This is one reason why the kernel
remains in the availability TCB of TEEs.

Compatibility. We provide a musl-based [67] POSIX em-
ulation layer, which allows us to run existing applications
with reasonable effort on TeeM3. The emulation layer is not
feature complete, but supports memory management, file
operations, networking, time services, and basic I/O event
notification via epoll. Furthermore, although UniMux is
written in Rust, it can be linked against both Rust and C/C++
applications to run them baremetal on a tile as a TEE. In our
evaluation, we took advantage of both mechanisms to run
the C++-based LevelDB as a TEE.

8 Conclusion
We present TeeM3, a new architecture for heterogeneous and
cooperating trusted execution environments, implemented
in the M3 hardware-software co-design. This architecture
moves TEEmechanisms out of the individual cores and into a
discrete hardware component, providing core-independence.
By introducing exclusive memory regions and locked com-
munication channels in this component, we protect TEEs
from a potentially malicious kernel and provide a robust
remote-attestation framework. After a complex software
stack configures the system, the hardware component locks
that configuration, allowing a remote attestation to verify
it. This approach also significantly reduces the trusted com-
puting base (TCB) required for confidentiality and integrity,
leaving the operating system only in the availability TCB.
Our evaluation shows that TeeM3’s core-independence

permits seamless and secure collaboration among TEEs de-
ployed on both general-purpose and accelerator tiles. As
demonstrated, adding TEE support incurs low performance
overhead, modest area cost, and reduced the hardware TCB
by a factor of 1.8 and the software TCB by a factor of 3.42.
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A Artifact Appendix
A.1 Abstract
Our work studies a hardware/operating-system co-design
and therefore requires custom hardware. The artifact con-
tains the hardware platform in form of bitfiles for the Xilinx
VCU118 FPGA. For the software side, it includes the source
code of all TeeM3 components and all scripts to run the
benchmarks. Executing the scripts will build all required
parts, run the experiments on the FPGA, and produce the
raw data for the plots. For comparison, the artifact also con-
tains the raw results used for the plots in this paper. The
artifact covers all results of Section 5.1.

A.2 Artifact check-list (meta-information)
• Program: TeeM3 operating system, buildroot, musl, and
LevelDB. All are included in the provided source code.

• Compilation: GCC cross compiler, Rust nightly-2024-09-
04, and Vivado Lab 2019.1. The cross compiler is included
and built automatically. The Rust compiler is downloaded
and built automatically.

• Hardware: Xilinx VCU118 Evaluation Board Rev 2.0.
• Execution: The experiments will run for about 3 hours.
• Metrics: We use execution time and latency as metrics.
• Output: The scripts produce files with raw numbers. The
expected results are included.

• How much time is needed to prepare workflow (ap-
proximately)?: 1 hour

• How much time is needed to complete experiments
(approximately)?: 3 hours

• Publicly available?: The source of the complete software
part and the TCU and NoC of the hardware part are publicly
available. The FPGA bitfiles are also publicly available.

• Code licenses: TeeM3 is available under GPLv2. Please
refer to the LICENSE file in root directory for the licenses of
the other contained components.

• Archived (provide DOI)?: 10.5281/zenodo.17936497

A.3 Description
A.3.1 How to access. Both the hardware and software
platform are available on Zenodo (10.5281/zenodo.17936497)
and on GitHub (https://github.com/Barkhausen-Institut/M3-

Bench).

A.3.2 Hardware dependencies. TeeM3 requires a cus-
tom hardware platform, which we provide in form of bitfiles
for the Xilinx VCU118 FPGA.

A.3.3 Software dependencies. TeeM3 requires specific
C/C++ and Rust compilers for RISC-V. These will be down-
loaded and built automatically. In addition, TeeM3 requires
nix and Vivado Lab, which are not included in the artifact.

A.4 Installation
The repository needs to be cloned as follows:
git clone \
https://github.com/Barkhausen-Institut/M3-Bench.git \

--branch asplos26

The repository contains a README.md with all instructions
to build everything and run the experiments.

A.5 Evaluation and expected results
The expected raw results are contained in the directory
expected-results and can be compared with the raw re-
sults produced by the evaluation in the results directory.
For example, the following commands can be used to com-
pare the results:

tail -n 200 results/*.dat > res.txt
tail -n 200 expected-results/*.dat > expected.txt
vimdiff res.txt expected.txt

A.6 Notes
Since the measurements are done on an FPGA platform,
small differences between the results reported in this paper
and new runs are expected.

Note also that benchmarks will be automatically repeated
on failure, because some occasional failures are unavoidable
(e.g., sometimes loading programs onto the FPGA fails due
to UDP packet drops). Additionally, there are still some hard-
ware/software bugs due to system’s complexity that we have
not found yet.

A.7 Methodology
Submission, reviewing and badging methodology:

• https://www.acm.org/publications/policies/artifact-review-

and-badging-current

• https://cTuning.org/ae
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