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Abstract. FrodoKEM is a Post-Quantum (PQ) Key Encapsulation
Mechanism (KEM) built on the Learning with Errors (LWE) problem.
Unlike other lattice-based approaches, it avoids using structured lattices
to enhance its resilience against attacks. FrodoKEM is selected as a
Round 3 alternate candidate in the US National Institute of Stan-
dards and Technology (NIST) Post-Quantum Cryptography (PQC)
Standardization competition, recommended/accepted by several infor-
mation security agencies in the world, and currently being reviewed for
adoption by the International Organization for Standardization (ISO),
which calls for efficient real-world implementations of the algorithm.
This paper introduces an optimized Field Programmable Gate Array
(FPGA)-based architecture for FrodoKEM that achieves up to a factor
of 3.5 reduction in resource utilization compared to existing studies,
eliminates the need for Digital Signal Processing (DSP) blocks in
FPGA implementations, reduces the number of required BRAMs, and
delivers up to 9.7 times the throughput. The architecture benefits from
parallelization, which results in faster performance, and it integrates
key generation, encapsulation, and decapsulation into a single unified
implementation that supports all three parameter sets; FrodoKEM-640,
FrodoKEM-976, and FrodoKEM-1344.

Keywords: Post-Quantum Cryptography (PQC) · Lattice-based
· FrodoKEM · Multiplication · Reconfigurable Hardware · Field
Programmable Gate Array (FPGA).

1 Introduction

Public-key cryptography relies heavily on mathematical problems such as factor-
ing large integers or computing discrete logarithms, which are computationally
difficult to solve in a reasonable time using classical computers [14]. The se-
curity of conventional cryptographic algorithms is fundamentally based on the
assumption that these problems remain unsolvable. However, the emergence of
quantum computers threatens this assumption. With their ability to solve cer-
tain problems, such as factoring in polynomial time, quantum computers pose a



2 G. Manzoni et al.

significant risk to the security of traditional cryptographic systems [15, 16]. This
breakthrough would allow attackers to break public-key encryption schemes and
compute secret keys. Since the arrival of quantum computers is inevitable, new
ways of securing data are necessary.

This has led agencies and scientists all over the world to invest in research
projects to prevent quantum computers from becoming a threat to the data that
are currently transmitted on conventional computers [11]. The developments for
this are grouped under the term Post-Quantum Cryptography (PQC) [10]. The
goal of PQC is to develop systems that are secure on normal computers and
quantum computers while simultaneously working on existing communication
protocols and networks [12]. Since the mathematical problems of discrete loga-
rithm and integer factorization can be feasibly broken by quantum computers,
other problem classes have to be used as a means of achieving security. Some
examples currently being researched are code-based cryptography, lattice-based
cryptography, and hash-based cryptography [4].

To standardize PQC algorithms, the US National Institute of Standards and
Technology (NIST) started its PQC project in February 2016 [13]. In addition to
NIST, there are other national institutions that recommend different PQC algo-
rithms to achieve security. Although not solely focused on the task of PQC, the
German Federal Office for Information Security (BSI), without influencing the
NIST process, gives its recommendation on algorithms to use to secure against
quantum attacks. While the standardized algorithms presented by NIST are also
part of the BSI’s recommendations, their exact recommendations differ. BSI has
published its own recommendations for cryptographic mechanisms in the 2024
technical guideline, called “Cryptographic Mechanisms: Recommendations and
Key Lengths” [3]. In this guideline, BSI outlines recommendations in several
areas, including asymmetric encryption schemes and key agreement, symmetric
encryption schemes, hash functions, data authentication, instance authentica-
tion, random number generators, and secret sharing. Even though PQC is not
the only focus of the guideline, it includes recommendations for PQC algorithms
and emphasizes the importance of starting the migration process as early as
possible. Although no specific evaluation criteria are provided for PQC algo-
rithms, the guideline sets a minimum security level of 120 bits as the basis for
its recommendations.

FrodoKEM [1] is the first Key Encapsulation Mechanism (KEM) recom-
mended by BSI. It is based on the Learning with Errors (LWE) problem us-
ing unstructured grids. Similarly to Module-LWE (ML)-KEM, this LWE prob-
lem is utilized to construct a Public-Key Encryption (PKE) scheme, with the
Fujisaki–Okamoto (FO) transform applied to ensure Indistinguishability under
Chosen-Ciphertext Attack (IND-CCA) security. FrodoKEM is considered the
more conservative option, as unstructured grids are generally better understood
than modules [1]. While NIST decided not to standardize FrodoKEM due to ML-
KEM being more efficient, the BSI recommends using FrodoKEM with the pa-
rameter sets FrodoKEM-976 and FrodoKEM-1344. This recommendation reflects
BSI’s preference for schemes with fewer algebraic assumptions and a stronger se-
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curity margin, particularly for long-term security use cases. These parameter sets
correspond to security levels 3 and 5 of the NIST security levels, respectively,
and result in the private key size, public key size, and signature size as shown
in Table 1.

Table 1. Resulting key and signature sizes for the different parameter sets for
FrodoKEM [1]

Parameter Set Private
Key Size

Public
Key Size

Ciphertext
Size

Security
Level

FrodoKEM-640 19888 9616 9752 1
FrodoKEM-976 31296 15632 15792 3
FrodoKEM-1344 43088 21520 21696 5

The contributions of the paper are as follows. 3

• We developed an optimized FPGA-based architecture for FrodoKEM, a BSI-
recommended Post-Quantum (PQ) PKE scheme.

• Our architecture eliminates the need for Digital Signal Processing (DSP)
units by utilizing Look-Up Tables (LUTs) for 16× 5-bit multiplications to
avoid the inefficiencies of DSP blocks that are typically designed for 25× 18-
bit operations. As we only use a fraction of DSPs’ full capabilities, they would
be under-utilized resources. If the FrodoKEM module is used as part of a
larger design, we would leave the DSPs free to be utilized by another module
that needs their full capabilities. Additionally, not all FPGAs have the same
number of DSPs; for instance, some FPGAs, such as Lattice Semiconductor’s
iCE40, do not include DSPs at all. Furthermore, DSPs are large and area-
consuming units that could be better utilized for other purposes or saved to
reduce costs by opting for a more affordable FPGA.

• Our implementation benefits from 32-way parallel multiplication, which en-
hances the speed of matrix operations.

• A unified architecture is designed that combines key generation, encapsula-
tion, and decapsulation, to simplify integration and reduce design overhead.
This module can simultaneously configure all three functions, with shared
resources such as the Keccak module, multiplier, and BRAMs.

This paper is organized as follows. Section 2 provides a detailed overview of
FrodoKEM and FPGAs. Section 3 reviews related work in the literature. Section
4 details the optimized architecture and its implementation in FPGAs. Section
5 presents the results. Finally, Section 6 concludes the paper with a summary of
the findings.

3 It’s possible to find the verilog implementation described in this paper at
https://github.com/bi-tud-sds/lightsec_25_frodokem
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2 Background

This section presents details of the lattice-based FrodoKEM scheme and intro-
duces reconfigurable hardware specifics.

2.1 FrodoKEM

FrodoKEM [1] is a lattice-based PQC algorithm based on the LWE problem. Un-
like other schemes of this type, FrodoKEM avoids using structured lattices, which
provides a more conservative security against quantum attacks, as FrodoKEM
will remain secure even if there is a new cryptanalytic development against
more structured lattices. The scheme is designed to provide different levels of
security, in line with the standards set by NIST for PQC: FrodoKEM-640 of-
fers a level of security similar to AES-128, FrodoKEM-976 provides security
comparable to AES-192, and FrodoKEM-1344 has a security level similar to
AES-256 [1]. Key generation, encapsulation, and decapsulation are presented in
Algorithm 1, Algorithm 2, and Algorithm 3, respectively. The key generation
function outputs the keypair (pk, sk) = (seedA ∥ b, s ∥ seedA ∥ b ∥ ST ∥ pkh).
The Encapsulation takes as input a public key pk = seedA ∥ b and outputs
a ciphertext c = c1 ∥ c2 ∥ salt and a shared secret ss. The decapsulation
function takes as input a ciphertext c = c1 ∥ c2 ∥ salt and a secret key
sk = s ∥ seedA ∥ b ∥ ST ∥ pkh, and outputs a shared secret ss. A key com-
ponent in all three algorithms is the generation of the pseudorandom matrix
A ∈ Zn×n

q . As FrodoKEM avoids algebraic structures, it requires larger matri-
ces, which makes directly storing and transmitting the public matrix A ineffi-
cient and resource-heavy. To solve this problem, a seed is included in the key
pair and used to generate matrix A at the beginning of each algorithm execu-
tion. The function Gen(seedA) is used to generate this matrix from a seed s of
length lA, which can be derived using either AES-128 or SHAKE-128. AES-128
is typically preferred for software-based implementations, while SHAKE-128 is
more efficient and thus commonly used in hardware. It also employs the func-
tion SampleMatrix to obtain a matrix in Zn×n̄

q whose values have a quantized
Gaussian sampling distribution, using a pseudorandom array of 16-bit integers
r, one per element of the matrix [1].

2.2 Field Programmable Gate Arrays (FPGAs)

FPGAs are reprogrammable logic devices that combine hardware performance
with software flexibility. These electronic circuits, composed of an array of pro-
grammable logic gates, can be dynamically reshaped to perform various tasks,
which distinguishes them from conventional computer chips, which have static
functionality. To configure these devices, hardware description languages, such
as Verilog, VHDL, or SystemVerilog, are used. These languages allow for the
precise definition and implementation of digital circuits by specifying the inter-
actions and functions of the logic gates within the FPGA. Furthermore, design
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Algorithm 1 Key Generation for FrodoKEM
1: Input: None (the random seeds s, seedSE , z are chosen internally)
2: Output: Public key pk = (seedA ∥ b), Secret key sk = (s ∥ seedA ∥ b ∥ ST ∥ pkh)
3: Choose uniformly random seeds s, seedSE and z with bit lengths lensec, lenSE , lenA

(respectively)
4: Generate pseudorandom seed seedA ← SHAKE(z, lenA)
5: Generate matrix A← Gen(seedA)
6: Generate bit string (r(0), r(1), . . . , r(2nn̄−1))← SHAKE(0x5F ∥ seedSE , 32nn̄)
7: Sample error matrix ST ← SampleMatrix((r(0), r(1), . . . , r(nn̄−1)), n̄, n)
8: Sample error matrix E ← SampleMatrix((r(nn̄), r(nn̄+1), . . . , r(2nn̄−1)), n, n̄)
9: Compute B ← A · S + E

10: Compute b← Pack(B)
11: Compute pkh← SHAKE(seedA ∥ b, lensec)
12: Return: Public key pk = seedA ∥ b, Secret key sk = s ∥ seedA ∥ b ∥ ST ∥ pkh

Note: The matrix ST is encoded row-by-row from ST
0,0 to ST

n̄−1,n−1, where each
matrix coefficient ST

i,j is a signed integer encoded as a 15 or 16-bit string in little-
endian byte order. The encoding of ST

i,j is given by:

(s0, s1, . . . , s15)← ST
i,j = −s15 · 215 +

14∑
k=0

sk · 2k

Algorithm 2 Encapsulation for FrodoKEM
1: Input: Public key pk = seedA ∥ b
2: Output: Ciphertext c = c1 ∥ c2 ∥ salt, Shared secret ss
3: Choose uniformly random values u and salt with bit lengths lensec and lensalt

(respectively)
4: Compute pkh← SHAKE(pk, lensec)
5: Generate values seedSE ∥ k ← SHAKE(pkh ∥ u ∥ salt, lenSE + lensec)

6: Generate (r(0), r(1), . . . , r(2n̄n+n̄2−1))← SHAKE(0x96 ∥ seedSE , 16(2n̄n+ n̄2))
7: Sample error matrix S′ ← SampleMatrix((r(0), r(1), . . . , r(nn̄−1)), n̄, n)
8: Sample error matrix E′ ← SampleMatrix((r(nn̄), r(nn̄+1), . . . , r(2nn̄−1)), n̄, n)
9: Generate the matrix A← Gen(seedA)

10: Compute B′ ← S′ ·A+ E′

11: Compute c1 ← Pack(B′)

12: Sample error matrix E′′ ← SampleMatrix((r(2n̄n), r(2n̄n+1), . . . , r(2n̄n+n̄2−1)), n̄, n̄)
13: Compute B ← Unpack(b, n, n̄)
14: Compute V ← S′ ·B + E′′

15: Compute C ← V + Encode(u)
16: Compute c2 ← Pack(C)
17: Compute ss← SHAKE(c1 ∥ c2 ∥ salt ∥ k, lensec)
18: Return: Ciphertext c = c1 ∥ c2 ∥ salt, Shared secret ss



6 G. Manzoni et al.

Algorithm 3 Decapsulation for FrodoKEM
1: Input: Ciphertext c = c1 ∥ c2 ∥ salt, Secret key sk = s ∥ seedA ∥ b ∥ ST ∥ pkh
2: Output: Shared secret ss
3: Compute B′ ← Unpack(c1, n̄, n)
4: Compute C ← Unpack(c2, n̄, n̄)
5: Compute M ← C −B′ · S
6: Compute u′ ← Decode(M)
7: Generate values seed′SE ∥ k′ ← SHAKE(pkh ∥ u′ ∥ salt, lenSE + lensec)

8: Generate (r(0), r(1), . . . , r(2n̄n+n̄2−1))← SHAKE(0x96 ∥ seed′SE , 16(2n̄n+ n̄2))
9: Sample error matrix S′ ← SampleMatrix((r(0), r(1), . . . , r(nn̄−1)), n̄, n)

10: Sample error matrix E′ ← SampleMatrix((r(nn̄), r(nn̄+1), . . . , r(2nn̄−1)), n̄, n)
11: Generate the matrix A← Gen(seedA)
12: Compute B′′ ← S′ ·A+ E′

13: Sample error matrix E′′ ← SampleMatrix((r(2n̄n), r(2n̄n+1), . . . , r(2n̄n+n̄2−1)), n̄, n̄)
14: Compute B ← Unpack(b, n, n̄)
15: Compute V ← S′ ·B + E′′

16: Compute C′ ← V + Encode(u′)
17: (In constant time) k̄ ← k′ if B′ ∥ C = B′′ ∥ C′ else k′ ← s
18: Compute ss← SHAKE(c1 ∥ c2 ∥ salt ∥ k̄, lensec)
19: Return: Shared secret ss

tools/suites accompanying FPGAs offer software that is used to design and pro-
gram FPGA tasks sequentially.

Their reprogrammable nature allows FPGAs to adapt to different tasks with-
out replacement, which makes them different from Application-Specific Inte-
grated Circuits (ASICs), which are designed for specific purposes. Inside an
FPGA, there is a grid-like structure comprised of Configurable Logic Blocks
(CLBs). These CLBs contain basic building blocks, such as Lookup Tables
(LUTs), Multiplexors (MUXs), Full Adders (FAs), and D-Flip Flops (D-FFs).
They can be thought as individual puzzle pieces that can be rearranged to create
different circuits. The interconnections between these blocks enable communica-
tion and cooperation.

LUTs are employed in FPGAs as an alternative to conventional logic gates.
LUTs serve as highly configurable, programmable memory units capable of ex-
ecuting a wide range of logical functions. In particular, FPGAs such as Zynq
UltraScale+ and Artix-7 typically support configurations with either five input
bits and two output bits or six input bits and one output bit [2]. Each LUT
can be programmed to store a truth table, mapping each of the 25 = 32 input
combinations to one of the 22 = 4 possible output states in a 5-input, 2-output
configuration. This capability enables a LUT to implement up to 432 different
functions based on various input and output configurations. The architecture of
an LUT comprises memory cells equal to 2n, where n is the number of inputs.
The exponential growth in memory capacity as the number of inputs increases
generally limits practical FPGA applications to LUTs with two to five inputs.
These configurations allow FPGAs to handle significantly more complex digital
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designs using fewer resources. In addition, LUTs can be interconnected to create
small blocks of Random Access Memory (RAM) and execute complex functions
or algorithms, which highlights their essential role in supporting customizable
digital circuits within FPGAs.

FPGAs also feature Input-Output (I/O) blocks that act as gateways for sig-
nals entering and exiting the FPGA. Additionally, there are Fixed Functional
Logic Blocks (FFLBs) like multipliers or Digital Signal Processing (DSP) blocks,
as well as Block Random Access Memory (BRAM) for data storage. BRAMs are
distinct components within FPGAs, separate from the individual LUTs that are
typically used for logic operations. Unlike LUTs, BRAMs serve as dedicated
memory blocks designed to store large amounts of data. This includes read-
only data, temporary data, and data read from external devices. DSPs are more
resource-intensive than LUTs and consume more power and area, especially for
simple logic tasks. Additionally, LUTs are better in parallel designs, whereas
DSPs are optimized for specific tasks and may not handle parallelism as effec-
tively.

3 Related Work

Several works have explored FrodoKEM from both hardware and software per-
spectives, each with distinct trade-offs in performance, area, and design strat-
egy. The first hardware implementation of FrodoKEM was introduced by Howe
et al. [8], targeting the FrodoKEM-640 and FrodoKEM-976 parameter sets. Al-
though it demonstrated the feasibility of hardware acceleration for lattice-based
cryptography, the design was limited in terms of parallelism and resource effi-
ciency. A subsequent hardware implementation was proposed by Howe et al. [7],
also focusing on FrodoKEM-640 and 976. However, this design used Trivium to
generate the large matrix A instead of the SHAKE128 or AES functions rec-
ommended by NIST. This deviation from the standard FrodoKEM specification
reduces the comparability and applicability of the implementation in standard-
ized settings.

Gu et al. [6] accelerated FrodoKEM on the Zynq Ultrascale+ FPGA platform
by proposing a new architecture for the SHAKE128 function. They designed a
high-throughput SHA-3 structure by optimizing combinational logic calculations
and utilizing pipelining techniques, but the different FPGA platform makes it
difficult to compare with existing results.

In the software domain, the work from Fiho et al. [5] investigated matrix
multiplication optimizations and introduced strategies similar to the AMX ac-
celerator found in Apple processors. Notably, our Mode 2 multiplier architecture
closely aligns with the approach described in this work, although we implement
it fully on hardware instead of using an accelerator.



8 G. Manzoni et al.

4 Implementation

This section describes the architecture of our implementation, which integrates
all three key generation, encapsulation, and decapsulation of FrodoKEM into a
single module. First, we detail the sub-modules responsible for data handling,
followed by those that manage command processing. Finally, we discuss general
design considerations and optimization techniques.

4.1 Data Modules

Bus
Control
Unit

Keccak

Memory-
Integrated

Computational
Block (MICB)

Fig. 1. High-level design architecture.

From a high-level perspective, the architecture consists of two primary sub-
modules: the Keccak module, which handles the SHAKE128 and SHAKE256
computations, and the Memory-Integrated Computational Block (MICB) mod-
ule, which stores the remaining variables and performs all other necessary op-
erations. Each of these sub-modules interfaces with the peripherals through two
ports, one for input and one for output. The connections between the sub-
modules and the peripherals are managed by a Bus Control Unit, as illustrated
in Figure 1.

The ports have 64-bit data wires for unidirectional data transmission. Ad-
ditionally, there is a canReceive wire, which operates in the opposite direction
of the data and indicates whether the destination port is capable of receiving
data. An isReady wire signals when data has been sent, and it can only be set
if the canReceive wire is also active. Furthermore, a isLast wire is used to
specify whether the current element is the final item in the data stream. This
isLast wire may be driven either by the data source or the destination, with the
goal of minimizing the need for additional counters and reducing the size of the
control buses. With the exception of the isLast wire, this is the same port that
our implementation uses to communicate with the peripherals. For these two
ports, the isLast wire is managed by two small sub-modules located between
the peripherals and the Bus Control Unit.

The Bus Control Unit is responsible for connecting three pairs of ports and
routing the data between them, and it supports one multicast communication at
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a time. The unit uses the isLast wire of the ports to determine when a data flow
has ended and when it can schedule a new connection between a set of ports.

Injector

Sampler

Keccak
Core

Fig. 2. Architecture of the Keccak module.

Keccak Module As shown in Figure 2, the Keccak module can be divided
into three parts: the Keccak Core module, which performs the main operation;
the Sampler module, which optionally performs FrodoKEM’s sampling on the
output received from the Keccak Core; and the Injector module, which can
inject into the data fed into the Keccak Core either an arbitrary number of 64-
bit zeros, an arbitrary byte, or the SeedA, which it stores internally. To allow
sending bytes, the input port of the Keccak Core includes an additional isByte
wire, which differentiates between 8-bit and 64-bit values.

Add
Terminator

Align Padding
Pad
Cycle

I/O
Buffer

Remove
Padding

State
Keccak

Permutation

Fig. 3. Architecture of the Keccak Core module.

In Figure 3, the structure of the Keccak Core is shown. This module can
perform both the SHAKE128 and SHAKE256 operations, with the option to
save and load the internal state. The State is implemented as a circular buffer,
allowing for state I/O, and is used by the Keccak Permutation module every
clock cycle to perform one round of the Keccak permutation on the 1600-bit
state. Each round takes one clock cycle, and a total of 24 cycles are required to
complete the full permutation. Additionally, the module includes a I/O buffer,
which is another circular buffer for a 1344-bit value, corresponding to the data
rate of SHAKE128. This buffer is kept separate from the State because reading
and writing the I/O of the SHAKE128 function with a 64-bit bus takes 21 clock
cycles. Keeping the buffers separate allows the Keccak permutation to be applied
while the I/O operations are ongoing. The input to the I/O buffer is processed
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in multiple stages. First, the Add Terminator module appends the 0x1F SHAKE
terminator at the end of the input (indicated by the isLast wire), by injecting a
single byte into the bus and delaying the isLast signal. The Align bus converts
the 8-bit or 64-bit bus into a 64-bit-only bus. The Padding module applies the
Keccak padding to fill the input block to either 1088 or 1344 bits, and adds the
last terminator bit required by Keccak’s padding scheme. Finally, the Pad Cycle
module adds zero words to fill the I/O buffer in the case of using SHAKE256,
which has a smaller data rate than SHAKE128. The final sub-module of the
Keccak module is the Remove Padding module, which removes the data from
the I/O buffer that should not be sent as output. This occurs either when the
data rate is smaller than the full buffer size or when the destination of the data
flow sets the isLast wire.

Unpacking

Packing

MemoryCompact

Is Zero

Adder Encoder

Multiplier

0s

Decode

Handle
Mem Delay

Fig. 4. Architecture of the MICB module.

MICB Module The internal architecture of the MICB module is shown in
Figure 4. It consists of two main sub-modules: the Memory and Multiplier sub-
modules, along with several smaller operations and multiplexers. The buses in
the module are composed solely of data wires of varying sizes, and the entire
module is centrally controlled. The 0s produces zeros to erase secret information
from memory. The Is Zero verifies whether the input consists of zeros and then
outputs either a value from the memory or the input. The Encode, Decode, Pack,
and Unpack modules perform the corresponding FrodoKEM operations on buses
of 4, 8, 4, and 4 values in parallel, respectively. The Adder operates on 4 pairs of
values in parallel and is capable of both addition and subtraction. The Handle
Mem Delay compensates for the 2-cycle delay of the BRAM’s read operation.
Finally, the Compact module either leaves the input unchanged or converts the
16-bit standard encoding of matrix S into a compact format with 4-bit values
plus a sign, 4 values at a time. This transformation is possible because the values
of S fall within the range [−12, 12].

The Multiplier consists of 32 multipliers that operate on 5-bit and 16-
bit operands, along with internal storage for temporary values and two modes of
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operation. In the first mode, it multiplies an input matrix of size 8×4 containing
5-bit values by an input vector of size 4×1 containing 16-bit values, accumulating
the resulting 8×1 values in the internal storage. In the second mode, it multiplies
a vector of size 8×1 containing 5-bit values from the internal storage by an input
vector of size 1× 4 containing 16-bit values, producing an output matrix of size
8× 4.

Lastly, the Memory module consists of 8 BRAMs, organized as an 8×512 ma-
trix of 64-bit words, and stores all variables of the FrodoKEM algorithms, except
for seedA. The non-matrix values are stored column-wise across the BRAMs.
The 16-bit matrices are stored with 4 values in each word, while S is stored dif-
ferently depending on the FrodoKEM variant: for FrodoKEM-1344, eight 4-bit
values are stored per word, and for other variants, four 5-bit values are stored
per word, depending on the range of the sampling distribution. Lastly, matrices
with asymmetric dimensions may be stored in a transposed format to optimize
memory usage.

4.2 Control Modules

Phases Branch Sequences Expansion

Bus
Control
Unit

Main
In

Main
Out

Injector Sampler
Keccak
Core

MICB

Index
Scheduler

BRAM

Fig. 5. Architecture of the control modules.

The implementation accepts multiple input commands: Key Generation, En-
capsulation, Decapsulation, Add Entropy, and Setup Test. The first three com-
mands are based on the FrodoKEM specification. The Add Entropy command
is used to inject entropy into the Pseudo Random Number Generator (PRNG),
for example, after startup. The Setup Test command disables the PRNG for the
subsequent execution and loads values that would otherwise be generated by it.
The input commands are sent to a Phases module, which breaks them down into
a sequence of code blocks, ensuring that branches are fully contained within each
phase. The output is then passed to a Branch module, which manages the loop to
generate the matrix A and handles branches depending on whether the execution
is a test or not, such as deciding whether to run the PRNG. These commands
are subsequently sent to Sequences, which expands each input command into
a series of individual instructions. Finally, Expansion converts each instruction
into a command for the corresponding module, as illustrated in Figure 5. In
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that figure, the Main-in and Main-out control the primary input and output
of the implementation, while the Bus Control Unit, Injector, and Sampler
modules serve as the controllers for the components described in the previous
section. It is worth noting the Keccak Core controller, which includes an inter-
nal scheduler that enables partial overlapping of two consecutive executions of
the SHAKE function. This feature is crucial to prevent noticeable slowdowns
during the generation of the matrix A. Each row of A is generated with an inde-
pendent SHAKE128 call, and a purely sequential execution would waste cycles
to complete the last output before beginning the first input of the next execu-
tion. Instead, the scheduler allows the first input of the next execution to be
processed during the final execution of the Keccak Permutation module. The
last output is then computed while performing the first execution of the next
Keccak Permutation. In this way, the Keccak Core continuously computes the
Keccak permutation without idle cycles. Lastly, the control modules of the MICB
module are introduced. The main control module breaks the 35 commands into
multiple phases, if necessary, and determines which value or matrix is being op-
erated on, as well as the type of operation to be performed. For each operation,
the Index Scheduler manages the timing of the current index update, deciding
which index to send data to or receive data from. The BRAM module handles the
low-level details of storage, such as managing the offset and size of values, and
rearranging the 512-bit parallel output from the 8 BRAMs into smaller buses
for the output of the Memory module. It also performs the reverse operation for
the input.

4.3 Inter Modules

In this section, we describe implementation details that are transversal to the
individual modules.

Not Storing the Ciphertext in the Decapsulation The decapsulation algo-
rithm uses the ciphertext both at the beginning and at the end, but we will show
here that both the latter usages can be moved ahead of time. This allows us to
avoid saving the ciphertext, which can be up to 21,696 bits in size, and storing it
would require an additional BRAM, increasing the area of the implementation.

The first operation that we need to move is the comparison between the ma-
trices generated internally (B′′, C ′) and those received as part of the ciphertext
(B′, C). This use can be moved ahead by initializing B′′ with −B′ and C ′ with
−C. In this way, at the end of the decapsulation we only need to compare the
matrices with zero.

The second operation is the final hash of the decapsulation, which is given by
ss = SHAKE(c ∥ k̄), where c represents the ciphertext. In this case we can not
move the invocation of the hash function to an earlier point because k̄ is available
only at the end. Our solution was to store the 1,600-bit state of the Keccak
module mid-operation in the BRAMs of the Memory module. This approach
splits the input operation at a point that is not aligned with SHAKE’s data
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rate, necessitating a division of the SHAKE operation in the middle of an input
block. To address this, the Injector module is used to append zero-padding
after the ciphertext to complete the input block, and subsequently, zero-padding
is prepended before k̄ to position it correctly within the input block.

Multiplication FrodoKEM involves various multiplications in its algorithms,
utilizing the two types of multiplication described previously. Specifically, in key
generation, the expression B = A ·S +E is transformed into BT+ = ST ·AT to
employ the first multiplier mode, with B initialized as E. In the encapsulation
algorithm, the multiplications B′ = S′ ·A+E′ use the second multiplier mode,
while V = S′·B+E′′ uses the first mode. In decapsulation, this last multiplication
uses the second mode of operation as the intialization of B′′ with −B′ means we
can not store B in memory. As the packing restricts how the matrix B can be
accessed, we need to use the second mode of operation of the multiplier. Lastly,
the decapsulation has the additional multiplication M = C−B′ ·S, which utilizes
the first multiplier mode.

As with most existing implementations, we generate the matrix A on the fly,
and in our case, we do so row-by-row. The operations involving the multiplica-
tions with the matrix A will now be detailed, as these are the slowest parts of
the FrodoKEM algorithms and, therefore, the most time-sensitive.

During the BT+ = ST ·AT operation, the MICB module manages the loading
and storing of a column of BT for each row of A, and loads an 8× 4 sub-matrix
of S for each block of 4× 1 values of A, which are provided row-by-row from the
Keccak module. As the processing of a row nears completion, the scheduler of
the Keccak module facilitates the reception of the input for the next SHAKE128
invocation, signaling through the canReceive wire to the Injector to transmit
the two bytes representing the row number and then the seedA. Overall, this
operation accesses A row-wise, while S is accessed once per row of A. Each row
of B is updated once during the operation. The B′+ = S′ ·A operation is similar,
with the matrix A being accessed row-by-row. The key difference is that S′ is
accessed only once, with a column vector being loaded before each row of A. The
matrix B′ is fully updated once for every row of A, and for each block of 4× 1
values of A, a sub-matrix of 8× 4 values of B′ is updated.

PRNG The key generation and encoding algorithms of FrodoKEM require
pseudo-random inputs. To generate these, the Keccak module is used in con-
junction with a pool of 512-bit values stored in the Memory module. The entropy
in the pool can be increased through an explicit command from the main module
of the implementation. Additionally, the pool is automatically updated using the
inputs processed by other commands. At the beginning of the key generation, the
required pseudorandom variables are generated using SHAKE256(0x00 ∥ pool),
and the entropy is subsequently updated with pool = SHAKE256(0x01 ∥ pool).
Near the start of the encapsulation process, the required pseudorandom values
are generated using SHAKE256(0x02 ∥ pool), and the pool is updated with
SHAKE256(0x03 ∥ pool ∥ pkh). Here, pkh refers to the hash of the public key,
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which serves to introduce additional entropy. The hash typically contains entropy
from an independent entropy pool, and if an adversary misses a single public key,
they would need to guess the entire hash in order to derive the next state of the
pool. Finally, while decapsulation does not require any pseudorandom values, the
entropy is still updated with SHAKE256(0x04 ∥ pool ∥ ss), where ss represents
the shared secret. This value is inaccessible to an adversary who either failed to
intercept the incoming message or did not possess the private key, making it a
valuable source of entropy. The explicit command for adding entropy executes
pool = SHAKE256(0x05 ∥ pool ∥ IN), where the input IN is 512 bits.

5 Results

This section presents the results of our proposed implementation and compares
them with existing FPGA-based implementations, more specifically with Howe
et al.’s work from 2018 [8]. We believe that Howe et al.’s work from 2021 [7]
is not a fair comparison because its goal is to help the standardization process
explore different alternatives, and so they generate the matrix A with Trivium, a
lightweight cryptosystem, instead of the standard Shake128 or AES. Comparing
the two would be like comparing the time of an implementation that uses RSA
and one that uses ECC, the result is meaningful to compare variations of the
standard, but it is not a fair comparison between implementations. This devia-
tion from the standard is particularly relevant when in Section 1, paragraph 5,
the authors say “To be parallelised, however, the matrix multiplication requires
the use of a smaller and more performant pseudo-random number generator.
We propose to achieve the performance required for the randomness generation
by using Trivium” which we believe hints that their architecture would not be
feasible with the regular Shake128 function.

We benchmark our results using the Xilinx Artix-7 XC7A35T FPGA using
Vivado Design Suite 2024.2, while Howe et al. [8] uses the same FPGA but with
Vivado Design Suite 2019.1. Also, we measured the overall area consumption in
equivalent slices, which we estimate using the formula [9, 2]:

AREA = 0.25 ∗ LUT + 0.125 ∗ FF + 102.4 ∗ DSP + 116.2 ∗ BRAM (1)

In Figure 6 and Table 2 we show the comparison of our results with [8]’s.
More specifically, we show both a comparison with the individual modules, and
with a set of modules to achieve a given functionality.

If we compare a single algorithm of a single parameter set of FrodoKEM,
we see that our module has 9.0× to 9.7× the throughput of [8]. On the other
hand, comparing the area is more nuanced as our module does more than any
individual module of [8]. The biggest module of [8] that is functionally included
in ours is the FrodoKEM-976 decapsulation, and our implementation is 21%
bigger, but the area to throughput ratio is reduced by a factor of 8. We want to
point out that while we do have an increase in size, we also support the higher
1344 parameter set, which Howe et al.’s work [8] does not as it had not been
standardized yet.



FPGA-Optimized FrodoKEM Implementation 15

area

ops/s

0 2k 4k 6k 8k 10k 12k 14k 16k 18k 20k 22k

100

200

300

400

500

[8]-D-640
[8]-D-976

[8]-all-640

[8]-all-976

[8]-all-both

××Our-640
×

××Our-976
×

××Our-1344×

Fig. 6. Comparisons of area and throughput. For our results, we only use one label
for each parameter set as the three data points are really close. Legend: Decapsulation
(-D-), All three algorithms (-all-), both parameter sets supported by [8] (-both).

The other case is if the user needs a full implementation of FrodoKEM.
In ASICs, it is common practice to create a single mask that contains all the
functionalities to reduce costs. Yet this is still relevant for FPGAs, as a common
use case is a server, which needs to be able to generate keys and perform the
decapsulation to allow clients to connect to it, but it also needs to support the
encapsulation too for whenever it needs to access external resources, for example,
a database. Lastly, a server should support multiple parameter sets as it does
not know what the other endpoint will support. In this case, we need to consider
the set of all modules from [8]. The area of our module is a factor of 3.5 smaller
than that of this set. The throughput depends on which operations we need to
execute, as the set of [8]’s 6 modules can execute six operations at a time only
for different operations. In the best case, their throughput is of 212 operations
per second. For the same distribution of operations, our module computes 335
operations per second, which is 58% higher. Of course, if the operations are all of
the same type, for example due to a Denial of Service attack, then our throughput
is 798% to 868% higher, which shows the advantages of the higher flexibility of
our unified module. This flexibility is further enhanced by our module’s ability
to execute operations for the 1344 parameter set.

6 Conclusion

This paper presents a novel hardware architecture optimized for FrodoKEM, a
lattice-based PQC algorithm that is included in the BSI’s recommended cryp-
tographic algorithms. The proposed FPGA-based implementation has a novel
architecture that allows it to reduce the number of BRAMs, eliminate the need
for DSP blocks, and increase throughput and flexibility. The evaluation results,
conducted on an Artix-7 FPGA, demonstrate a significant throughput improve-
ment of nearly an order of magnitude over existing state-of-the-art FrodoKEM
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Table 2. Comparison of the implementations. Legend: Key generation (K), Encapsu-
lation (E), Decapsulation (D). ‘Both’ and ‘all’ mean multiple modules together. A/T
is the Area to Throughput Ratio. All works use the XC7A35T FPGA.

Ref. Param. Alg. # of # of # of # of Freq. # of Op/s A/TLUTs FFs BRAMs DSPs (MHz) Slices

[8]

640
K 3771 1800 6 1 167 1967 51 38.56
E 6745 3528 11 1 167 3507 51 68.76
D 7220 3549 16 1 162 4210 49 85.91

976
K 7139 1800 8 1 167 3042 22 138.27
E 7209 3537 16 1 167 4206 22 191.18
D 7773 3559 24 1 162 5279 21 251.38

640
all

17736 8877 33 3 162 9685 148 65.43
976 22121 8896 48 3 162 12527 64 195.73
both 39857 17773 81 6 162 22212 212 104.77

Ours

640
K

19082 5331 8 0 62.5 6367

469 13.59
E 458 13.90
D 449 14.18

976
K 210 30.38
E 206 30.92
D 203 31.31

1344
K 116 54.98
E 114 55.71
D 113 56.25

implementations. Additionally, the design benefits from a unified architecture
that integrates key generation, encapsulation, and decapsulation into a single,
streamlined module that can run either of them, and that can execute any of
the three parameter sets of FrodoKEM.
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