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Abstract—This paper explores the feasibility of employing
LM35 temperature sensors as Physical Unclonable Functions
(PUFs) for secure identification and cryptographic applications.
PUFs exploit inherent hardware variations to generate unique
and non-replicable identifiers, offering a novel alternative to
traditional cryptographic keys. Five LM35 sensors were tested in
controlled indoor and dynamic outdoor environments to assess
their uniqueness, robustness, and stability. The sensors’ voltage
outputs, influenced by manufacturing tolerances and intrinsic
variations, were analyzed for potential use as cryptographic
tokens. The results demonstrated that while the different sensors
exhibited some response variation, their outputs lacked the con-
sistency and distinctiveness required for robust PUF applications.
Controlled conditions yielded more stable responses, whereas
outdoor environments introduced variability that compromised
reliability. These findings underscore the limitations of LM35
sensors as PUFs, suggesting the need for dedicated security
modules or hybrid approaches to achieve practical security
solutions. Our study highlights challenges in sensor-based PUFs
and offers insights for future research.

Index Terms—Physical Unclonable Functions (PUFs), LM35,
temperature sensors, stability, uniqueness

I. INTRODUCTION

Physical Unclonable Functions (PUFs) offer a hardware-
based method for secure identification, leveraging minor
unique variations to generate secure identifiers. Such minor
variations are inherent in physical devices and they do not
affect their main functionality. Unlike conventional crypto-
graphic keys, which are susceptible to replication and manipu-
lation, PUFs capitalize on intrinsic hardware properties that are
challenging to replicate on another device and produce cryp-
tographic tokens that require only ephemeral storage. Recent
studies have explored various hardware sources as potential
PUFs, yet limited research has investigated the suitability
of sensor-based PUFs, particularly in resource-constrained
environments like the Internet of Things (IoT) [1], [2].
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Drawing inspiration from a recent work examining the
capability of Pt100 and Pt1000 temperature sensors to act as
PUFs [3], this work explores the feasibility of using LM35
temperature sensors as PUFs. The LM35 sensor, known for its
low cost, accuracy, and linear voltage-temperature relationship,
may exhibit response variations due to inherent manufacturing
inconsistencies. These variations could potentially serve as
cryptographic tokens, leading even to the production of po-
tentially unique identifiers and keys. To this end, our research
evaluates whether these sensors produce unique and stable
outputs under stable ambient temperatures and assesses their
potential to serve as secure, low-cost identification mecha-
nisms.

II. RELATED WORK

Physical Unclonable Functions (PUFs) have become in-
creasingly relevant in hardware security, leveraging intrinsic
manufacturing variations to create device-specific identifiers.
Early contributions by Gassend et al. [4], Guajardo et al. [5],
and Holcomb et al. [6] established the foundations first of
silicon-based and then of silicon-memory-based PUFs, while
Lee et al. [7] introduced error correction to enhance stability.

Recent work has extended PUF concepts to sensor-based
systems. Ma et al. [8] proposed a universal sensor PUF
integrating voltage sensitivity to enhance entropy. Their ap-
proach highlighted the role of unreliable response bits and
environmental influences such as voltage and temperature
in generating unique outputs. Similarly, Rosenfeld et al. [9]
presented “sensor PUFs” to combat spoofing by securely
linking sensing and authentication using continuous response
processing. Additionally, Arjona et al. [10] proposed compos-
ite architectures that integrate PUFs and biometric features to
improve the security of sensor nodes and mitigate the impact
of environmental noise.

Research by Hristov et al. [11], Stavrinides et al. [12],
and Fukushima et al. [13] explored photodiode- and
accelerometer/gyroscope-based PUFs, confirming their poten-
tial in widely available IoT devices. Moreover, Lee et al. [14]
examined a PUF based on the use of resistor-capacitor cou-
ples, in the context of resource-constrained IoT devices. In
temperature-based implementations, Labrado et al. [15] in-
vestigated Positive-Temperature-Coefficient (PTC) thermistor-
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based PUFs, showing reliability in standard conditions, though
performance declined under very low temperatures, and the
proposed PUF may be vulnerable to cloning attacks. Finally,
Bahoum et al. [3] investigated resistance variability in PT100
and PT1000 temperature sensors, identifying PT100 as a more
promising candidate for PUF realisation due to its distinctive
behaviour under thermal fluctuations.

These studies collectively highlight the trend towards ex-
ploiting intrinsic device properties — such as electrical, optical,
or thermal — to design lightweight, resilient, and efficient PUFs
suited for securing next-generation IoT systems. However,
challenges remain towards realising temperature-sensor-based
PUFs for real-world deployment. Apart from cloning attacks,
and the effects of aging and environmental factors on sensor-
based PUFs in general, the characteristic properties of temper-
ature sensors may inherently exhibit so much instability that
their utilisation as PUFs is rather infeasible.

Nevertheless, although silicon PUFs dominate the literature,
the potential of a number of different sensors to serve as
PUFs has been explored in the relevant literature. Thus, the
evaluation of the potential of LM35 temperature sensors to
work as PUFs represents a novel and promising direction that
has not yet been examined in the existing related work. Our
study aims to address this gap in the literature, and in this
way provide further insights into the capability of temperature
sensors to act as security primitives that could be utilised
to allow for cryptographic applications in the framework of
embedded systems and the IoT.

III. METHODOLOGY

This work examines the responses of five IDUINO LM35
temperature sensor (SE039) board! instances to test their
characteristic behaviour in three different environments: inside
a climate chamber with fully controlled temperature, under
rather controlled indoor conditions, as well as under rather
uncontrolled outdoor conditions. Each LM35 sensor board was
connected to an Analog-to-Digital Converter (ADC) interfaced
with a Raspberry Pi 3 Model B+ to capture and record its
voltage outputs relative to ambient temperature in order to
identify the different patterns produced under different (rather
stable) ambient temperatures. In the indoor setting, a heater
was used to keep the temperature rather stable, allowing for
consistent measurements. In the uncontrolled outdoor setup,
natural temperature variations occurred over time.

A. Data Collection

To ensure a reliable assessment, the experiment was con-
ducted using a total of five LM35 temperature sensors. Each
sensor underwent five separate measurement cycles across
three environments: indoor, outdoor, and climate chamber,
at a different somewhat stable temperature in each environ-
ment. These repeated cycles at different temperatures and
environments were designed to evaluate the consistency and
uniqueness of sensor responses over time and under varying

Uhttps://www.openplatform.cc/index php/home/index/details/apiid/191

temperature conditions. This structured approach helped es-
tablish a comparative basis for analyzing sensor performance
under different temperature values and environmental condi-
tions. Sensor data were collected at regular intervals during
each measurement cycle. The analog voltage outputs from the
LM35 sensors were converted to temperature values using their
linear voltage-to-temperature relationship. These temperature
readings were processed and analyzed to identify response
patterns and deviations across sensors and conditions.

The average indoor temperature was approximately 24°C,
while the outdoor environment fluctuated around the region
of 5°C. The climate chamber was maintained at a stable
23°C with controlled humidity, providing a benchmark for
evaluating sensor performance in highly regulated conditions.
For each environment, data from all sensors and cycles were
averaged to facilitate their comparative analysis. The study
focused on two key metrics:

o Uniqueness: The degree to which each sensor exhibited
distinct voltage responses in comparison to the other
sensors under similar environmental conditions.

+ Robustness: The consistency of each sensor’s response
under the same ambient temperature and test scenario.

IV. RESULTS AND ANALYSIS

Box plots were constructed to represent the temperature
measurement distribution of each sensor in each environment,
effectively capturing the range, median, and outlier behaviours
of the sensors. These visualizations facilitated a detailed
comparison of sensor performance under varying temperature
values and environmental conditions, as illustrated in Fig-
ure 1, Figure 2, and Figure 3, for the rather controlled indoor
environment, the rather uncontrolled outdoor conditions, and
the fully controlled climate chamber, respectively.

In the indoor environment, as shown in Figure 1, the tem-
perature measurement distributions were relatively stable, with
medians clustering around 24°C for sensor instances #1, #2,
and #3. Sensor instance #4 displayed a slightly higher median
temperature, and sensor instance #5 exhibited an even higher
median temperature (at around 25°C) compared to all the other
sensor instances. Notably, the readings of sensor instance #1
covered a larger range than all the other sensor instances, while
sensor instances #2, and #5 had rather prominent outliers,
with both cases potentially reflecting inconsistencies in the be-
haviour of the relevant sensor instances, even under somewhat
controlled conditions.

In contrast, the outdoor environment, in general, led to
greater variability in temperature measurement distributions,
as evidenced by wider boxes and longer whiskers (shown
in Figure 2). The median temperature values for sensor in-
stances #1, #2, and #3 clustered at around 5°C, reflecting the
colder outdoor conditions. Again, sensor instance #4 displayed
a slightly higher median temperature, and sensor instance
#5 exhibited an even higher median temperature (at around
6°C) compared to all the other sensor instances. All sensor
instances exhibited a rather broad Inter-Quartile Range (IQR)
as well as a number of outliers, indicating greater variability
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Indoor Temperature Distribution by Sensor

Indoor Average Temperature with Thresholds across Measurement Cycles by Sensor
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Fig. 1. Box plots demonstrating the variation in the distribution of the indoor
temperature measurements of each sensor.
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Fig. 2. Box plots demonstrating the variation in the distribution of the outdoor
temperature measurements of each sensor.
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Fig. 3. Box plots demonstrating the variation in the distribution of the climate
chamber temperature measurements of each sensor.

in their readings, underscoring the influence of dynamic and
fluctuating temperature conditions on sensor performance.
Regarding the climate chamber measurements, where sen-
sors were evaluated under tightly controlled temperature con-
ditions (23°C), the readings reflected distributions within
smaller ranges in comparison to the outdoor measurements and
rather similar to the indoor setup, as demonstrated in Figure 3.
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Fig. 4. Line plots for the average indoor temperature measurement for each
sensor instance at each measurement cycle, along with the relevant thresholds.

However, most sensor instances exhibited single outliers that
deviated by more than 0.5°C from the main distribution. Once
again, sensor instance #4 displayed a slightly higher median
temperature (at around 24°C), and sensor instance #5 exhibited
an even higher median temperature (at around 24.5°C) and a
broader IQR compared to all the other sensor instances.

A. Threshold-Based Evaluation

The indoor temperature readings from the examined sen-
sor instances were analyzed using four binary thresholds,
T1 = 24.0°C, T2 = 24.75°C, T3 = 25.5°C, and T4 = 26.0°C.
The thresholds served to categorize the temperature responses
of each sensor into binary outputs. For each threshold and
sensor instance, a binary string was formed based on whether
that sensor instance’s temperature readings were exceeding the
relevant threshold or not. For example, if the first measurement
cycle’s temperature reading of a particular sensor instance
was exceeding the relevant threshold, then the first bit of
the corresponding bit string for that sensor instance and
threshold was set to 1, otherwise to 0. This process was
repeated for the five measurement cycles of each of the five
sensor instances and the four thresholds, resulting in a binary
threshold table, Table I.

In this way, binary strings were generated for each sensor
across all measurement cycles, reflecting its behaviour relative
to the predefined thresholds. These binary representations
facilitated the identification of unique response patterns for
individual sensors. Thus, Table I presents the binary threshold
encoding derived from the line plot shown in Figure 4, which
shows the average temperature for each sensor instance at each
measurement cycle for the indoor setup.

For the outdoor temperature readings, thresholds were ad-
justed to account for the lower average temperatures, with
T1 =4.5°C, T2 = 5.0°C, T3 = 5.5°C, and T4 = 6.0°C. The
same binary encoding approach as before was applied. Binary
strings were generated for each sensor, capturing its response
to the dynamic temperature fluctuations of the outdoor setup.
To this end, Table II shows the binary threshold encoding
derived from the line plots illustrated in Figure 5, which
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TABLE I

BINARY THRESHOLD ENCODING FOR THE INDOOR TEMPERATURE DATA

T1 12 T3 T4

Sensor 1 | 01101 | 00000 | 00000 | 00000

Sensor 2 | 01100 | 01000 | 00000 | 00000

Sensor 3 | 01101 | 00000 | 00000 | 00000

Sensor 4 | 11111 | 10111 | 00000 | 00000

Sensor 5 | 11111 | 11111 | 10111 | 10000

Outdoor Average Temperature with Thresholds across Measurement Cycles by Sensor
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Fig. 6. Line plots for the average climate chamber temperature measure-
ment for each sensor instance at each measurement cycle, along with the
relevant thresholds.

TABLE III
BINARY THRESHOLD ENCODING FOR
THE CLIMATE CHAMBER TEMPERATURE DATA

Measurement Cycle

Fig. 5. Line plots for the average outdoor temperature measurement for each
sensor instance at each measurement cycle, along with the relevant thresholds.

TABLE I
BINARY THRESHOLD ENCODING FOR
THE OUTDOOR TEMPERATURE DATA

T1 T2 T3 T4
Sensor 1 | 01111 | 00101 | 00100 | 00100
Sensor 2 | 11111 | 00100 | 00000 | 00000
Sensor 3 | 01111 | 00001 | 00000 | 00000
Sensor 4 | 11111 | 11111 | O1111 | 00000
Sensor 5 | 11111 | 11111 | 11111 | 01011

T1 T2 T3 T4
Sensor 1 | 01111 | 00111 | 00010 | 00000
Sensor 2 | 01111 | O1111 | 00000 | 00000
Sensor 3 | 01011 | 00010 | 00000 | 00000
Sensor 4 | 11111 | 11111 | O1111 | 00110
Sensor 5 | 11111 | 11111 | 11111 | 11111

shows the average temperature for each sensor instance at each
measurement cycle for the outdoor environment.

For the climate chamber temperature readings, the thresh-
olds were adjusted to T1 = 22.8°C, T2 = 23.5°C, T3 = 24°C,
and T4 = 24.5°C, to account for lower average temperatures
than the indoor setup. Binary strings were generated for each
sensor for all measurement cycles using the same binary
encoding approach as before, resulting in Table III. This table
presents the binary threshold encoding derived from the line
plots shown in Figure 6, which demonstrates the average
temperature for each sensor instance at each measurement
cycle for the climate chamber environment.

B. Measurement-Level Binary Encoding

To evaluate sensor behaviour more precisely, a
measurement-level binary encoding approach was also applied.
Each average temperature measurement per measurement
cycle was compared against five environment-specific
thresholds, resulting in a 5-bit binary string. For example,
if the average temperature measurement for a particular

measurement cycle of a specific sensor instance exceeded
the relevant first threshold value, then the first bit of the
corresponding bit string was set to 1, otherwise to 0. This
process was repeated for all the relevant thresholds and the
five measurement cycles of each sensor instance for all the
experimental setups employed in this study.

The relevant threshold values for each experimental setup
were defined as follows:

o Indoor Environment: 24.0°C, 24.5°C, 25.0°C, 25.5°C,

26.0°C

e Outdoor Environment: 4.0°C, 4.5°C, 5.0°C, 5.5°C,
6.0°C

o Climate Chamber: 23.0°C, 23.5°C, 24.0°C, 24.5°C,
25.0°C

The aforementioned process resulted in the generation of
binary strings in a similar manner as the process detailed
in the previous subsection. Hence, the relevant bit strings
for the measurement-level binary encoding explained in this
subsection can be found in Table IV, Table V, and Table VI,
for the rather controlled indoor environment, the rather un-
controlled outdoor conditions, and the fully controlled climate
chamber, respectively.

C. Discussion

As Figures 1, 2 and 3 reveal, the examined IDUINO LM35
temperature sensor (SE039) board instances exhibit, for all the
environments tested, insufficient uniqueness, as their readings
may significantly overlap, and at the same time, also an
inadequate degree of robustness, as the readings of a particular
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TABLE IV
MEASUREMENT-LEVEL BINARY ENCODING FOR THE INDOOR
ENVIRONMENT

M1 M2 M3 M4 M5
Sensor 1 | 00000 | 10000 | 10000 | 00000 | 11000
Sensor 2 | 00000 | 11100 | 10000 | 00000 | 00000
Sensor 3 | 00000 | 10000 | 10000 | 00000 | 10000
Sensor 4 | 11000 | 11000 | 11100 | 11100 | 11100
Sensor 5 | 11111 | 11100 | 11110 | 11110 | 11110
TABLE V
MEASUREMENT-LEVEL BINARY ENCODING FOR THE OUTDOOR
ENVIRONMENT
M1 M2 M3 M4 M5
Sensor 1 | 00000 | 11000 | 11100 | 11110 | 11100
Sensor 2 | 10000 | 11100 | 11100 | 11100 | 11100
Sensor 3 | 00000 | 11000 | 10000 | 11100 | 11000
Sensor 4 | 11100 | 11110 | 11111 | 11111 | 11110
Sensor 5 | 11111 | 11111 | 11111 | 11111 | 11111
TABLE VI

MEASUREMENT-LEVEL BINARY ENCODING FOR THE CLIMATE CHAMBER

M1 M2 M3 M4 M5
Sensor 1 | 00000 | 10000 | 11110 | 10000 | 11000
Sensor 2 | 00000 | 00000 | 11000 | 10000 | 10000
Sensor 3 | 00000 | 10000 | 10000 | 10000 | 11000
Sensor 4 | 11000 | 11100 | 11100 | 11100 | 11100
Sensor 5 | 11100 | 11110 | 11100 | 11110 | 11110

sensor at extremely stable ambient temperature conditions
(within a climate chamber, as demonstrated in Figure 3) may
vary by up to 1°C from each other. While one might have
expected that the degree of uniqueness in the readings of
different sensors of the same type would at best be rather
limited, the concurrent instability of the measurements of the
same sensor at stable ambient temperature is rather counter-
intuitive. Moreover, while in Figures 1, 2 and 3 the readings
of sensor instances #4 and #5 appear to be somewhat distinct
from those of sensors #1, #2, and #3, Figures 4, 5 and 6 clearly
show that this is not truly the case, as the average temperature
reading per measurement cycle of different sensor instances
are extremely close, even in the case of extremely stable
ambient temperature conditions (within a climate chamber,
as demonstrated in Figure 6), where the average temperature
reading of sensor instance #1 for measurement cycle 3 almost
overlaps with that of sensor instance #5.

These findings are further supported by both approaches of
binary encoding. In all cases (as demonstrated in Tables I,
IT and III for the binary threshold encoding approach, and
in Tables IV, V and VI for the measurement-level binary
encoding approach), the relevant binary strings clearly indicate
a lack of robustness, as the bit strings of the same sensor
may differ by any number of bits. More specifically, responses
corresponding to measurements of the same sensor may differ
by 2-3 bits (=50% difference) or by all their 5 bits (100%
difference), even in the case of extremely stable ambient
temperature conditions (within a climate chamber, as indicated
in Tables III and VI). Additionally, it is obvious that the

responses of different sensors may also completely match
each other in all the three different environments examined,
indicating a complete lack of uniqueness.

Thus, the tested LM35 sensors, in general, exhibit insuffi-
cient robustness and uniqueness to support their utilisation as
reliable PUFs. The relevant minor manufacturing variations do
not lead to unique readings in any of the settings examined and
the sensor readings are unstable even under extremely stable
ambient temperature conditions within a climate chamber.

V. CONCLUSION

This work examined the feasibility of using LM35 tempera-
ture sensors as PUFs. Five IDUINO LM35 temperature sensor
(SE039) boards were tested in three different environments:
inside a climate chamber with fully controlled temperature,
under rather controlled indoor conditions, as well as under
rather uncontrolled outdoor conditions. In each environment,
sensor data were collected at regular intervals within five
measurement cycles. The analog voltage outputs from the
LM35 sensors were converted to temperature values using their
linear voltage-to-temperature relationship. These temperature
readings were then processed and analysed in terms of their
robustness and uniqueness.

As the results of our analysis reveal, the examined LM35
temperature sensors do not exhibit the unique and robust
characteristics required for effective use as PUFs in cryp-
tographic applications. While sensor-based PUFs have the
potential to be used for the creation of secure, low-cost
cryptographic schemes and identification mechanisms, the
inherent characteristics of LM35 sensors do not appear to
provide adequate stability or distinctiveness in order to serve as
PUFs. Consequently, alternative sensors with higher intrinsic
uniqueness and variability, dedicated security modules, or
hybrid approaches, may be necessary to achieve the realisation
of reliable PUFs.

Future work should explore alternative technologies of-
fering higher robustness and uniqueness. In particular, other
analog temperature sensors, such as TMP35 and Negative-
Temperature-Coefficient (NTC) thermistors, should also be
investigated as potential PUFs. Furthermore, composite PUF
architectures, combining multiple sensor types, other com-
plementary encryption mechanisms to address the limitations
of environmental sensors, and/or machine learning techniques
for entropy extraction, represent valuable paths to explore in
order to potentially enhance security and performance. Further
research is also required in the direction of creating appropriate
lightweight protocol designs for IoT environments to enable
the scalable deployment of sensor-based security mechanisms
in practice.
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