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Abstract—This paper explores privacy issues in mission
critical communication (MCC), a vital yet under-explored
area of research for mission critical services over cellular
networks. MCC facilitates emergency services like police
and fire brigade during critical incidents. Due to the lim-
ited data capacity and coverage of TETRA-based services,
MCC over 4G and 5G cellular networks has emerged as
an alternative. However, network operator involvement
in MCC raises significant privacy concerns, for instance,
disclosing a policeman’s location. To our knowledge, no
existing work considers privacy issues in MCC over cellu-
lar networks. Therefore, we analyze privacy challenges in
3GPP-standardized MCC architecture within the context
of 5G core network concepts and emerging technologies
to be introduced in 6G. Our goal is to guide future actions
in developing a privacy-preserving MCC architecture for
6G. We assess privacy implications for MC users, network
entities, and MC servers, adhering to MCC deployment
strategies. Finally, we suggest privacy controls to establish
a next-generation privacy-preserving MCC architecture.

Index Terms—Mission critical communication, MCC,
privacy, trust domain, threats, 5G, 6G, 3GPP

I. INTRODUCTION

Mission critical services are the backbone of essential
operations across various sectors, ensuring safety, secu-
rity, and functionality in society. From police and fire
brigade responses to healthcare delivery, transportation
management, and industrial automation, these services
play a pivotal role in safeguarding public welfare [1].
Mission critical communication (MCC) refers to the
communication systems and technologies used to sup-
port and facilitate these functions and operations [2].
The evolution of MCC began with land mobile radio
(LMR) systems, following standards like P25 in the
US and TETRA in Europe, to ensure interoperability
among different equipment and agencies [3].

The architecture of LMR system was initially adopted
for voice functionality due to its limited spectrum, cov-
erage, and data capabilities [1], [2]. However, with the
increasing demand for data-intensive applications, LTE

gained traction in MCC domain. 3GPP (3rd Generation
Partnership Project) defined standards and services for
mission Critical Push-to-Talk (MCPTT) and in next re-
lease (Rel-14), added two additional services – mission
Critical Video (MCVideo) and mission Critical Data
(MCData).

A. Motivation

The 3GPP technical specification for MCC archi-
tecture [4] primarily addresses security but overlooks
privacy issues, especially with 5G and 6G technologies
that introduce new privacy concerns for MC users [5].
Although the existing security methods are necessary,
they are not sufficient to address privacy issues. Ad-
ditionally, the security and privacy solutions developed
for 5G networks are not directly applicable to MCC
due to its distinct deployment scenarios and functional
architecture [4].

Introducing 5G into mission critical architecture dis-
closes sensitive MC user details, such as a policeman’s
location, communication partners, and movement pat-
terns, to the network operator, posing privacy risks.
Moreover, the 6G technology like joint communication
and sensing (JCAS) can reveal the precise location,
human gestures, and other personal attributes of the
MC users [6]. Application service providers within the
MCC framework can control user equipment and the
MC client application, potentially extracting details like
a policeman’s identity and communication keys. Con-
versely, they may deduce sensitive network information,
such as ingress points and resource identifiers, posing
privacy threats to the network.

B. Contributions

This paper focuses on privacy challenges and sug-
gests measures to guide future developments in privacy-
preserving 6G-based mission critical communications.
The specific contributions are:



• Considering various deployment scenarios in the
standard 3GPP-MCC functional architecture, we
analyze the privacy issues – how entities (network
operators, application service providers, or MC
service providers) can extract or learn personally
identifiable information within the MC system.

• We also explore privacy issues related to emerging
topics (not yet applied in practice for MCC),
such as off-network communication and non-3GPP
access, as well as some upcoming 6G technologies
like joint communication and sensing (JCAS).

• To address these privacy risks, we recommend
different privacy controls as suggestive measures
for the 6G-based MCC architecture.

II. RELATED WORK

There are very few works focused on the security and
privacy aspects of the MCC architecture, which is the
reason for discussing fewer papers in this section. In
the literature, some works focused on the architectural
concepts of MCC. The common functional architecture,
procedures, and information flows to support mission
critical services over cellular networks are proposed by
3GPP [4]. The technical specification also specifies dif-
ferent possible deployment scenarios in which the func-
tional MCC model can be applied. In [1], the challenges
of using the 5G new radio interface for public safety
MCC have been discussed. In [3], feasibility issues of
mission critical push-to-talk (MCPTT) in 3GPP are dis-
cussed. In a similar work [7], the feasibility of MCPTT
communications over 4G has been analyzed. The work
in [8] analyzes the impact of the evolution from 4G
architectures toward 5G on MCPTT key performance
indicators. Different transition possibilities of migration
of mission critical services from the land mobile radio-
based systems discussed in [2]. The support of network
slicing for MCC in 5G has been studied in [9].

The security architecture and procedures to safeguard
mission critical services have been specified by 3GPP
in [4]. This specification outlines security mechanisms
pertaining to on-network use, off-network use, roaming,
and migration. Security threats to 5G interfaces have
been analyzed in [10], where standard security measures
for these interfaces are discussed alongside categorized
threats in their absence. The work in [11] discusses
privacy threats in 5G stemming from newly introduced
technologies like software-defined networking (SDN)
and network function virtualization (NFV). In [12], a
privacy-preserving architecture has been proposed to
protect user identity and location details without chang-
ing the physical infrastructure. The proposed solutions
in the architecture also consider network latency and
claim to have no added latency and no need for direct

cooperation from the network operator. A location-
privacy solution has been proposed in [13]. The authors
analyze the identifiability of users from the cell tower
traces probabilistically and conclude that by renewing
the identifiers and remaining offline for a certain time,
the identifiability of users can be significantly reduced.
These privacy-preserving approaches are suitable for
5G subscriber privacy protection in cellular networks;
however, they are not applicable to MCC due to the
existence of different protocols and architectural inter-
faces, where the privacy risks are different as well.

III. MISSION CRITICAL COMMUNICATION
ARCHITECTURE

The architecture for mission critical communication,
shown in Fig. 1, provides a framework where mission
critical (MC) users, as existing subscribers of the home
network, use its infrastructure to communicate with MC
servers [4]. Similar to cellular users, the home network
(HN) and serving network (SN) with the radio access
network (RAN) facilitate the initial connection for MC
users.

Fig. 1. Existing 5G-based mission critical communication architec-
ture

Each MC user establishes a secure channel with the
MC server, ensuring communication integrity and confi-
dentiality. The MC service server can also connect MC
users with other MC service servers, enabling seamless
communication and collaboration. In the core network,
each function is designed for specific tasks to efficiently
manage and process communication traffic and data. For
example, the authentication server function (AUSF) in
5G networks authenticates and authorizes user equip-
ment (UE) attempting to access the network [14].

IV. PRIVACY THREATS

This section explores threats in the MCC architecture
that risk MC users, network components, the MC server,
and their communications. We analyze how personally
identifiable information (PII) can be exposed or ac-
quired by other entities.



Fig. 2. Different deployment scenarios for mission critical communication over 5G

A. Privacy threats from the administering entities

Fig. 2 illustrates five deployment scenarios described
in [4]. In scenario 1, regardless of ownership, each
resource is managed by the same operator. This scenario
can be described as: i) the PLMN operator administers
network services, application services, and the MC
service client, ii) the MC service server manages its
own services and the underlying core network, iii) a
third party, distinct from both the PLMN operator and
the MC service server, manages all resources. However,
in deployment scenarios 2, 3, and 4, some resources are
managed by the MC service server while the remainder
are overseen by the PLMN operator. In this paper,
the terms ‘PLMN operator’ and ‘network operator’
refer to the same entity. In deployment scenario 5,
the MC service user equipment is administered by the
application service provider. It is important to note that
a component may be owned by an entity different from
the one administering it.

In MCC, most privacy threats arise from the admin-
istering entities. When an entity controls a resource or
protocol, it often gains access to sensitive information.
For instance, in deployment scenario 5 (refer to Fig. 2),
if an MC service client is managed by an application
service provider, encryption keys and identities may be
disclosed. This can lead to spoofing and non-repudiation

attacks. Similarly, in scenarios 2 and 5, if the session
initiation protocol (SIP) is managed by the network
operator, identifiable information, such as the MC user’s
registered ID, may be exposed.

B. Privacy threats during identity mapping and infor-
mation sharing

The PLMN operator, tasked with managing sensitive
data such as the location details of cellular subscribers,
maintains a centralized repository known as the uni-
fied data repository (UDR) [15]. In instances, where
access to this data is necessary for mission critical
(MC) services, such as during emergencies or urgent
communications, the UDR plays a pivotal role. Upon
request, the PLMN operator facilitates the sharing of
location information with the MC service server [4],
enabling swift and effective communication between
MC users.

The process of facilitating this information exchange
involves a critical step known as identity mapping, de-
picted in Fig. 3. During this process, the PLMN operator
or the MC server undertakes the conversion of the MC
user’s identity (MC ID) into the subscription perma-
nent identifier (SUPI), a unique identifier associated
with the subscriber’s network subscription. While this
conversion is essential for establishing the necessary
communication channels, it inadvertently exposes the



Fig. 3. Privacy issues during information sharing between MC server
and the PLMN operator

MC ID to the PLMN operator, which raises significant
privacy concerns of identifiability and linkability. By
associating the MC ID with the SUPI, the operator can
link communications to individual users, compromising
their anonymity and allowing for potential unauthorized
surveillance. Even if mapping occurs on the MC server
side, the operator may not access the MC ID but can
still identify the server and the user’s SUPI.

C. Privacy risks due to prioritization

5G networks allow for prioritization at different
stages of the communication establishment. It allows
MC users and the related services have higher priority
than “normal” users to guarantee availability of the
network, which can be used to identify MC users,
posing privacy risks.

At the user plane, i.e., related to the data transport,
a quality of service flow ID (QFI) is assigned to every
data session. The QFI value, known to entities, such
as the RAN and SN, can be used to identify mission
critical communication. For instance, QFI value 65,
which is assigned to “Mission Critical user plane Push-
To-Talk voice” (please refer to Table 5.7.4.1-1 in [16]),
gives identifiable information of an MC user. The con-
cept of unified access control deals with an overloading
situation at the RAN. Therefore, every establishment of
a radio session between an UE and the RAN contains
an Access Category and one or more Access Identities
(AI). The AI value for mission critical services is 2.
It allows MC users to get access to the RAN even if
the RAN is currently overloaded. Therefore, “normal”
users will be disconnected to allow service to MC users.
Finally, during the connection establishment, a value
referring to the cause of the establishment (Establish-
mentCause in RRCSetupRequest) is specified in the
request [17]. By analyzing these values (QFI, AI, and
EstablishmentCause), the network operators can get rich

contextual information about MCC, which can lead to
linkability and identifiability threats.

D. Threats from the MC-SIP core and clients

Privacy threats can arise from SIP clients that reside
in the MC service UE and SIP core infrastructure in
the MCC systems. SIP clients, responsible for initiating
and managing MC sessions, may inadvertently disclose
sensitive user information, including identity details
and communication patterns of the MC user. Such
leaks could be exploited by adversaries for profiling
or targeted attacks, compromising user privacy. Within
the literature, various solutions have been proposed to
anonymize header information in SIP [18]. Nonetheless,
identifiable details regarding the MC user are still
revealed in instances, where the SIP client is managed
either by the PLMN operator (deployment scenarios
1 and 2 in Fig. 2) or by another service provider
(deployment scenario 5 in Fig. 2).

Similarly, adversaries could exploit these weaknesses
to compromise user privacy, conduct traffic analysis
attacks, or disrupt services through denial-of-service
(DoS) attacks. When the SIP core is administered by
entities other than the MC service server (deployment
scenarios 2, 4, and 5 in Fig. 2), identifiable information
of the MC server and the MC users are revealed to the
administering entity.

E. Privacy issues during connection with MC server

Before establishing a secure channel with TLS 1.3,
the DNS mapping process, which is managed by re-
cursive solvers and name servers, occurs. When a
subscriber initiates a connection, the recursive solver
(managed by the PLMN operator) translates the destina-
tion address into an IP address for routing. This process
can reveal that the subscriber is likely using an MC
service if the destination is an MC server. Even without
DNS hostname resolution, the destination IP address
can expose the nature of the communication, posing
risks to user linkability and identifiability by revealing
sensitive information about the MC user’s activities and
affiliations.

If the PLMN operator controls the name servers in
the DNS mapping process, it heightens privacy risks
by revealing subscriber communication patterns and
preferences. While TLS encrypts content, it doesn’t
protect metadata. Proxy servers can anonymize the
source address, but the destination address remains
visible, challenging user anonymity. Despite TLS en-
cryption, the PLMN operator can still identify requests
to MC servers, distinguish MC users from standard
5G users via identifiers like subscription permanent
identifier (SUPI), and monitor the distribution of MC
users geographically.



F. Threats from the authentication protocol

The 5G authentication protocol, known as 5G AKA
(authentication and key agreement) [14], faces privacy
threats like linkability and traceability [5], [19]. The
use of subscription concealed identifier (SUCI) does
not completely eliminate privacy threats; instead, it
introduces its own challenges. Moreover, given the
involvement of sensitive services from the MC server,
the 5G AKA protocol introduces additional threats.

After successful authentication in 5G AKA, the SUPI
is exchanged with the serving network [19]. This ex-
change is a critical step in legally establishing the user’s
network connection and enabling access to services.
However, sharing the SUPI raises privacy considera-
tions. The transfer of SUPI between the MC user and
the serving network (SN) exposes the user’s permanent
identifier to SN entities. While essential for network
operations, this exposure could potentially be exploited
by the SN and malicious actors to monitor the activities
of MC users. The SUPI, as a permanent identifier
linked to the user’s subscription, uniquely identifies
and tracks users across various communication sessions
or contexts, raising concerns about user privacy and
anonymity.

G. Privacy risks from inter-trust domain interactions

In an MC system, the trust domain encompasses
one or more MC service functions managed by either
the same or distinct service providers (such as the
MC service provider or PLMN operator), who have
agreed to exchange sensitive information. A PLMN
operator is restricted to sharing sensitive information
exclusively with entities of that same trust domain.
However, given the limited number of PLMN operators
in the market, establishing trust domains for information
sharing presents a challenge. Additionally, if a single
PLMN operator serves multiple MC service servers,
defining trust boundaries for the exchange of sensitive
information becomes impractical. In such a scenario, an
ill-intent PLMN operator common to two different trust
domains can pose threats to linkability, identifiability,
and non-repudiation.

H. Threats due to MCC network slice

A mission critical user, subscribed to a dedicated
network slice for critical services, communicates sen-
sitive information like location data and MC organi-
zation details. Data intended for the MCC slice may
unintentionally leak into other slices, exposing PII of
MC users, identities of network entities or MC servers
to unauthorized parties. Network operators or malicious
actors might perform traffic analysis across slices to
identify patterns or behaviors associated with MC users.

By analyzing traffic patterns or metadata, adversaries
could gain insights into the activities of MC users
across different slices, compromising their privacy and
security. The user’s identity is tied to a SUPI, which
is shared across slices. The network operators could
exploit SUPIs or other identifiers to correlate the iden-
tities of users across different slices. This linking of
identities could lead to privacy violations, as it enables
adversaries to aggregate and analyze PII from multiple
sources, potentially revealing sensitive information.

I. Privacy Issues in emerging and upcoming 6G tech-
nologies

Although off-network communication (using
proximity-based services or ProSe) [4] and non-3GPP
access are specified in the 3GPP standards for 5G,
these aspects are still in a very preliminary stage for
MCC. Additionally, emerging 6G technologies such as
JCAS [20] introduce further privacy concerns due to
the incorporation of personally identifiable information
in sensing data.

Off-network mission critical communication:
Proximity-based services enable devices to communi-
cate directly with each other when they do not have con-
nectivity with the network infrastructure. Off-network
communication is a part of the future MC services [4],
[21]. However, without active support from MC server,
off-network communication is more prone to security
and privacy threats. As devices exchange information
directly, their proximity to each other can be inferred,
potentially revealing sensitive information about MC
users’ locations and movements. ProSe communica-
tions may expose device identifiers or MC identities,
compromising user anonymity and privacy. Adversaries
may exploit this information to track users’ activities or
identify individuals participating in ProSe interactions.
Due to the absence of connection with MC server, the
direct communication between the MC users may by-
pass traditional security measures implemented by net-
work operators, increasing the risk of data leakage. In
addition to network operators, other MC users serving
as relays or being available to nearby communicating
MC users may also have the ability to infer sensitive
information.

Joint communication and sensing (JCAS): This
technology refers to using the same radio signal for
both communication and sensing functions [6]. JCAS
applications, due to the nature of sensing data involved,
which often includes PII of individuals, are vulnerable
to privacy attacks such as location tracking, identity
disclosure, profiling, and misuse of sensed data. With
sensing capabilities, PLMN operators can accurately
pinpoint the location of MC users if distinguished
from other users. Moreover, aggregating sensing data



from multiple MC users may create detailed profiles
of individuals’ behaviors, preferences, and activities,
raising concerns about MC user profiling, algorithmic
discrimination of MC services, and potential misuse of
personal information by third parties.

Fig. 4. Communication between non-3GPP MCC devices and the
MC server

Non-3GPP access for MC users: In mission critical
services, non-3GPP devices can connect to the MC
server through non-3GPP and 3GPP access [4]. As
shown in Fig. 4, the non-3GPP devices, which cannot
host MC clients, use the MC gateway (MC UE) to
connect with the MC server. The connection of non-
3GPP devices to the MC UEs through non-3GPP ac-
cess, presents a range of privacy threats stemming from
various factors. These devices often collect and transmit
sensitive mission critical data over unsecured channels,
making them susceptible to interception or unauthorized
access. In addition, they may rely on communication
protocols lacking robust security mechanisms, leaving
the MC user communications vulnerable to eavesdrop-
ping or man-in-the-middle attacks. Non-3GPP devices
often rely on third-party services or cloud platforms
for data storage, processing, and analysis. In scenarios,
where the PLMN operator manages certain components
of the MC server (deployment scenario 5 in Fig. 2),
information about the non-3GPP devices could be re-
vealed to the PLMN.

V. SUGGESTIVE PRIVACY CONTROLS FOR
6G-BASED MCC SYSTEMS

The proposed security aspects specified in 3GPP-
MCC architecture [21] primarily align with the 4G
network architecture and may not fully incorporate the
advancements and innovations introduced in the 5G
and B5G landscape. Although many privacy issues are
challenging to solve, in this section, we discuss possible

solutions to counter some of the privacy issues in 6G-
based MCC.

Privacy-preserving information retrieval: Several
methods can be employed to retrieve information, such
as the location history of MC user from the core
network, without revealing the real identity designated
to the user by the MC server. It should be noted
that the privacy-preserving information retrieval must
ensure authentication and authorization checks. Private
information retrieval (PIR) schemes [22] ensure confi-
dentiality and privacy during information retrieval by
concealing the user’s query from the database server.
Therefore, PIR protocols could be used to retrieve
information from the UDR in the core network without
revealing which MC user information records are being
accessed. Authentication methods, such as blind signa-
tures, anonymous authentication, and zero-knowledge
proofs, could be used to verify the authenticity [23] of
the MC server requesting information from the UDR.
Furthermore, the use of anonymous communication
networks that route user traffic through a series of
encrypted relays, such as Tor (The onion router) [24],
can help preserve the anonymity of the origin of the
location information request (MC server).

Privacy in inter-trust domain communications:
Ensuring privacy within trust domains, especially when
a single PLMN operator spans multiple domains, re-
quires a multifaceted approach. First, strict compliance
with privacy regulations and standards, such as the
general data protection regulation (GDPR), is essential
for legal data sharing, processing, and protection across
domains. Transparency with data subjects about mission
critical data usage is crucial. Limiting shared PII to
what is necessary is a best practice. Anonymizing or
pseudonymizing PII can help obfuscate identifiers of
users. Using one-time tokens with a short lifespan
reduces the risk of unauthorized access across trust
domains, thereby enhancing privacy against third-party
service providers [25].

Privacy controls for MCC network slice: En-
suring privacy of MCC in network slices, especially
when the core network functions are shared among
multiple slices, requires a comprehensive approach
that combines technical measures and governance poli-
cies. Strict data segregation mechanisms prevent cross-
contamination between slices, if the MCC network
slice has its own dedicated data storage and processing
resources. Implementing granular access controls can
help to regulate access to data and resources within the
MCC network slice. Use of role-based access control
(RBAC) or attribute-based access control (ABAC) will
help to enforce least privilege principles and restrict
access to authorized users only [26].



Privacy controls for emerging MCC technolo-
gies: During off-network communication and sensing
activities in JCAS, techniques such as masking and
randomization can obscure PII of the MC users partici-
pating in MCC. Achieving unlinkability and unobserv-
ability for ProSe-based MCC can be attained through
covert operations, noise injection, anonymization, data
fragmentation, decoy traffic, and differential privacy
techniques. Employed individually or in combination,
these methods aim to obscure and obfuscate intra and
inter-service group communications.

VI. CONCLUSIONS AND FUTURE WORK

Privacy in mission critical communication is cru-
cial due to the involvement of sensitive information
related to public safety, national security, and critical
infrastructure. The significant role of network operators
and application service providers necessitates rigorous
privacy safeguards. This paper examines the privacy
aspects of current MCC standards, analyzing architec-
tural weaknesses that pose privacy threats to MC users,
network entities, and MC servers. Additionally, we
also anticipate potential privacy threats from emerging
6G technologies. Then, we suggest a suite of privacy
controls to mitigate current and future threats, aiming
to address next-generation privacy concerns in MCC.
Looking ahead, we plan to delve deeper into protocol
and interface-level threat analysis in the MCC architec-
ture, with an aim for identifying and offering highly
specific and detailed privacy-preserving solutions to
safeguard this critical domain in 6G.
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