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Abstract—An increasing number of use of third-party IP
participation along with the growing need for sophisticated Tiled
Chip Multi-Core Processor systems (TCMP) led to vulnerability
exploitation in the integrated circuit (IC) supply chain, primarily
the insertion of hardware Trojans (HTs). The HTs are malevolent
alterations made to genuine designs to compromise IC perfor-
mance. In this study, we first evaluate the most recent HT attack
models in TCMPs, emphasizing the targeted platform, the supply
chain’s risk level, and then a discussion based on our findings. We
classify the HT attack models according to the targeted platforms
in TCMP, like processor, caches, network interface, router, and
virtual channel allocator.

Index terms — Hardware Trojans, Hardware Security and
Threats, Tiled Chip Multi-Core Processor (TCMP), Attack Mod-
els, Countermeasures.

I. INTRODUCTION

The semiconductor industry has experienced unparalleled
growth due to technological advancements, which has led to an
increase in the complexity of circuits created on a single chip.
System-on-Chip (SoC) is a new design technique developed
by design engineers to keep up with such advanced degrees of
integration. Multiprocessors System-on-Chip (MPSoC) [1] is
a method to build a high performance platform by packing a
processor die with numerous smaller processing units (PEs)
for clock frequency scaling and high throughput systems.
The Tiled Chip Multi-Core Processor (TCMP) is a type of
System-on-a-Chip (SoC) intended for parallel systems with
large amounts of data. The Network-on-Chip (NoC) [2] is
an interconnection network that facilitates communication
between many tiles hosted on a chip. Each tile in a TCMP has
processors, cache memories, and a network interface. Every
tile shares an equal portion of a Last Level Cache (LLC).

Although the advantage provided by the TCMP for inte-
grating multiple processors is worthwhile, modern MPSoCs
are still in risk due to numerous security related attacks. In
recent days the TCMPs have become more complex due to the
involvement of heterogeneous tiles which involve numerous
processing elements like accelerators, RISCV, GPU, etc. [3].

In order to meet the requirements and time-to-market con-
straints, TCMP manufacturers have started depending on the
third party intellectual property Cores (3PIP) for outsourcing
parts of the design [4]. These practices put the design at
risk for a number of security flaws, such as the presence of
Hardware Trojans (HT) or other malicious circuits [S]-[7].

In order to initiate attacks like data leakage, illegal access,
functional faults, and delay-of-service, HTs are incorporated
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Fig. 1: HT attack scenarios in different phases of IC life cycle

in an Integrated Circuit (ICs) to modify the behavior of the
system [8]. IC manufacturing depends on many multi-entity
supply chain process which includes design, synthesis, fabri-
cation, assembly, and testing phases. From the past decades
research on HTs have discovered that the attack can take
place in almost any IC manufacturing phase which is shown
in Figure 1. Some research works considers HT attack in
the design phase [9]-[14]; whereas some works are primarily
focused on HTs for the 3PIP and Computer Aided Design
(CAD) tool phase like [15], [16], while some works [17]-
[23] presents the HT vulnerabilities for fabrication and test
phase. Concerns about the vulnerabilities due to HT and the
resultant compromise of system security have been expressed
globally [24]-[26] especially since recent discoveries point
to feasibility of such attacks [27]-[29]. Moreover, several
unexplained military mishaps in the past have been attributed
to the presence of malicious hardware modifications [5], [30].

There are different kind of existing HT design mechanisms
[31], [32] available based on the physical, activation, and ac-
tion characteristics; externally and internally activated, digital
(combinational/ sequential) HTs, analog HTs etc. Since TCMP
is composed of different parts like processors, caches, network
interface (NI), NoC, router, and virtual channel allocator, its
complexity has increased and becomes prone to HT attacks.

There exist many works that mainly survey the HT attacks
and defences [6], [32]—-[35]. Some recent studies are focused
on the impact of HT attack models on NoCs [36], [37],
wireless NoCs [38], Internet of things (IoT) [39], [40], cyber
physical systems (CPS) [41], and MPSoCs [42]. In contrast to
the existing works, this work provides a novel categorization
of the HTs based on its target location in the TCMP and
provides open issues and challenges, which has not been
discussed in the previous works. The purpose of this survey



Physical
haracteristics

Dlstnbutlon ]

|

[ Structure ]

Functional | |Parametric Small Large Gate/ ﬁ Loose Modlfy No-
Transistor /| {__Macro Layout ) |change

Action
Characteristics
v v )

[Modify Function} [Modiify Speciﬁcation] [Transmit info}

( Ada | [ Bypass | [ Defectes | (Retiabilty |

Characteristics

Externally-
actlvated

Recelverl Access Always on Condmon based]
Antenna data ¢;i

[Sensor-based)]

Internally-
activated

(Logic-based )

v
(Temp] (Voit J[Ext. )( Internal Input_J (Cnt/ clock

state

[ Data ] insturction] (Interrupt)

Fig. 2: Taxonomy of Trojans based on Physical, Activation, and Action characteristics

is to help the designers to better understand the skills of
attackers, the amount of risk at each TCMP component, and
the vulnerabilities that are exploited so that those factors are
taken into consideration during the IC design and test cycle.

This paper investigates the impact of HT attack models
in the TCMP. The rest of this paper is organised as fol-
lows: Section 2 presents the common security attacks that
are needed for design consideration in hardware security
methods. Section 3 presents the most recent HT attacks in the
TCMP platform. Section 4 presents a comprehensive review
of available mitigation methods for the current HT attacks.
Section 5 demonstrates the open issues and challenges based
on these available attack models, followed by the conclusion
in Section 6.

II. ATTACK MODEL AND MITIGATIONS

In order to safeguard the entire hardware system against
hostile interference, it is imperative that we are aware of
the security flaws in contemporary intelligent gadgets. Basic
hardware attack types, potential issues, and HT categorization
according to TCMP are covered in this section.

A. Hardware Trojans

HT refers to the unethical modification of circuitry to extract
sensitive information. HT insertion can be performed in two
ways. The first way is modifying or altering the lithographic
masks, specifically when an adversary inserts a Trojan in the
design by adding, removing, or changing logic gates [31]. The
second way is insertion of HT during fabrication phase or
simply ignoring any HT that is detected during the testing
phase. HT insertion can be also possible by 3PIP.

It can be categorized according to their physical, activation,
and action characteristics as shown in Figure 2. There are
always on and rarely activated Trojans from which some are
implemented digitally, and others are analogically [31]. In
similar fashion, there are also two types of HT detection
techniques: destructive and non-destructive [32]. The destruc-
tive approaches are extremely expensive and as an adversary
might affect only a small population of the manufactured ICs,
destructive reverse engineering approaches cannot be effective
for trust validation in ICs.

The non-destructive approaches can be classified in two
ways: non-invasive and invasive. The invasive detection meth-
ods alter the layout to incorporate elements meant to identify

Trojans whereas the non-invasive detection methods depend
on external parametric and functional IC testing, such as
observing input and output patterns, delay, and power leakage.
The HT circuit requires trigger condition, trigger signal, and
payload. If the trigger condition matches with the HT condi-
tion, then the trigger signal gets activated which propagates
the malicious payload from the original circuitry.
System-on-chip (SoC) integration or IC fabrication out-
sources IPs from 3PIP due to lower manufacturing costs,
design complexity, and time-to-market pressure. These IPs
include physical layout IP (hard IP), gate-level netlist IP
(firm IP) and register transfer-level IP (soft IP) [32]. The
involvement of 3PIP leads to IP security issues that include
IP cloning, IP imitation, and the Trojan insertion scenarios.
In a similar fashion, an adversary can work within the
foundry and modify the soft IP or pirate the 3PIP for malicious
intentions like leaking private key or destroying a system.

B. Challenges

A diverse supply chain for integrated circuits is also nec-
essary due to the increasing complexity of IC design. The
IC supply chain is involving more and more individuals and
nations, which expands the potential for hardware attacks. One
of the common challenges for IoT devices is to provide secu-
rity with low energy capacity. In general, when the security
primitives are upgraded the energy consumption will increase
proportionally. This leads to trade-offs between security, power
consumption, and performance [43]. Additionally, after the
designing stage, it is very expensive and difficult to identify
hardware level flaws. Therefore, appropriate test in an early
stage of design is essential to reduce malfunctions in the IC.

III. HT ATTACK MODELS IN TCMPs

In this section, we elaborately discuss about the current
attack models on the TCMP platform. For example, M3 plat-
form [3] and PULP platform [44] are existing commercially
available TCMP products. The internal architecture of the tile,
router, network interface, and the possible attack models for
each location are shown in Figure 3.

Generally, a tile in TCMP consists of a Processor, an L1
Cache, an L2 Cache, a Network Interface (NI), and a Cache
Controller (CC). The L2 cache is shared and the L1 cache is
private. The NoC router comprises Input Port Buffers, Routing
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Fig. 3: Possible HT attack model in different places in Tiled Chip Multi-Core Processor systems

Unit, Virtual Channel Allocator (VA), Switch Allocator (SA),
and a Crossbar. Figure 3 shows the input port of a router with
three Virutal Channels (VCs). A maximum of three flits can
be accommodated at a time by each VC, which is a FIFO.
Separately, each VC keeps a control buffer comprising Output
Port (OP), Virtual Channel Identifier (VCID), Status (S), and
Packet Length (PL). When a flit arrives at a router, the input
port demultiplexer inserts the flit into the specified VC after
removing the VCID from the incoming flit’s common prefix.
If it is a head flit, the PL field of the flit is copied to the PL of
the control buffer, and S is set to busy. In order to determine
the next outgoing port, the routing unit takes Destination ID
from the head flit and updates OP accordingly. Hence, once the
routing is done for a head flit, then OP holds the next outgoing
port information for all the subsequent flits of that packet. The
OP field get reset when the tail flit leaves the router. For every
head flit, the VC Allocator allocates a new VC based on the
VC availability at the next downstream router.

In TCMP, the communication between source and destina-
tion tiles is packet-based, data travels in the form of flits be-
tween a pair of adjacent routers. The packet consists of header,
body, and tail flits. The header contains routing information
that directs the packet to the intended destination. The flit
format is shown in Figure 3 where FT specifies the flit type,
VCID is the virtual channel ID. The VCID specifies which
location it holds after reaching the next router. PID works as
a unique identifier for packets within the network. The SID
and DID works as the IDs of the source and destination tiles
respectively. PL denotes the number of non-head flits in a

given packet. The TYPE field specifies the packet type. A
priority is assigned to each packet in the PR field. The CMD
field is used for storing additional metadata about the packet.
The Address field denotes the physical address that needs to
communicated between memory levels [45].

An HT can be inserted in a module of the TCMP such as in
the router to disrupt message passing [42], [46]-[48], rerouting
packets [49], [50], network interface to attack the packet [51]
or to change or modify the head or body flit [52]-[54], cache
coherence to leak confidential data [45], [55], [56], virtual
channel allocator to capture the original flit and alter it with
a malicious flit [57]-[59]. Table I depicts each of the works
with the corresponding objective and the location where the
attack model is introduced. A high-level overview of potential
attack scenarios are shown in Figure 3. Suggestions for places
that require careful design to mitigate these kinds of HTs are
provided by summarizing HT attack models in Table 1.

A. Attack Models by Malicious Routers

In this section, we will discuss the state-of-the-art(SotA)
HT attack models in routers in TCMP. In Figure 3 HT symbol
with mark 1 signifies the location of these attack models. In
TCMP to communicate from one tile to another tile the NoC is
mainly used. Packet-based NoC is a widely used solution for
on-chip communication between IPs in complex SoCs. Router
is a networking device in NoC which forwards data packets
between computer networks. Hence, if the router is attacked
then the data forwarding will be affected which leads to a
compromised TCMP system.



Daoud et al. [42], [47] proposed a black hole router attack
where a malicious router will silently drop the received packet.
The malicious router will perform successful handshaking
operation with the benign sender router and then drops the
packet instead of sending it to the next router or the destination
router. A similar kind of HT is presented in [48], where
activating the HT causes misrouting of the packets to initiate a
denial of service, delay of service, and injection suppression.
The routing algorithm employed to decide the next router is
HT infected. Due to the misrouting, the packet never reached
the destination router. Also, the misrouting will cause huge
delay in the arrival of packets to the desired destination.

Work in [51] exploits the on-chip temperature sensor infor-
mation to identify the hotspot nodes and launch an attack on
multicast packets to degrade the performance of the network-
on-chip. This thermal packet is then intercepted by the HT
which compares the node temperature with the temperature
threshold to determine if the node is a hotspot. Every multicast
packet passing through the infected router will be modified to
add all identified hotspot nodes as a destination. The modified
multicast packet will exacerbate the situation, finally degrade
the performance of the network.

A blaming HT (BHT) [46] can cause a significant security
risk for several HT mitigation strategies. BHT blames other
innocent routers as HT in the network. A dynamic shield
is built around these routers in accordance with SECTAR
[48]. In this scenario, the traffic bypasses these false HT
routers via the shielding routers. This results in less number of
routers working in the NoC, affecting the system performance.
There can be multiple consequences of BHT routers such as
generating multiple false HT routers in the NoC, taking un-
necessary long paths, increasing network congestion, causing
injection suppression problems in workload with high miss
per thousand instructions (MPKI), and can make a segment of
TCMP unreachable by isolating the victim router from other
NoC which in turn isolate the application running in the local
tile from others.

Sankar et al. [49] introduced an attack model where a router
and a processor in a tile are HT infected. The HT, which is
in the XY path between any two routers duplicates copies of
packets passing through it and sends them to the router that
is connected with malicious tile. The HT in the malicious tile
can use the header information and raw payload for malicious
activities. Bagga et al. [50] presents an HT whose main
objective is misrouting and creating huge amount of delay
in packet transfer approach. According to the attack model,
during a packet transfer from a source router to a destination
router, the HT router will retransfer the packet to the source
router. The packet will oscillate and after a certain period, it
will reach to destination port due to the intermittent HT.

B. Attack Models in Packets

The router communicates with another router in a TCMP
system by transferring packets. As introduced in the beginning
of this section the packet consists of header, body, and tail flits.
In this section, we will discuss the attack models in packets

which is shown in Figure 3 by HT marked with 2.

Jyv et al. [52] proposed an HT attack which is triggered by
a particular complex bit pattern from input messages and tries
to mislead the packets away from the destined addresses. The
flit, after entering the router through one of its input ports
gets stored in the buffer queue. When the designed trigger
condition is met on the input flit, the payload mechanism
changes the particular field and then stored in the buffer.
The modified flit then passes to the crossbar switch and with
the help of route computation module, it gets forwarded to
another node. It starts affecting different components of router
based on the field effected. The Trojans used for the work are
Flit Quantity Trojan (QT), Address Trojan (AT), and Head
Hardware Trojan (HHT) and Tail Hardware Trojan (THT).
The mentioned Trojans target the quantity of the flit causing
a performance decline.

Similarly, when additional dummy flits are inserted then it
cause performance degradation. A novel HT [59] is modeled
that alters the common prefix field of NoC packets which
leads to dead flits in router buffers. The described HT is
always active, however an attack is triggered randomly with
a probability p. When a flit enters the infected router, the
proposed HT modifies the Flit Type(FT) field before routing
and Virtual Channel (VC) allocation operations are carried out.
Two variants of this proposed HT is introduced where one
HT modifies the head flit to body flit (HT-HB) and another
one modifies the body flit to head flit (HT-BH). Since every
packet has a head flit, HT-HB can act on any packet passing
through the infected router, however, HT-BH can impact only
packets with body flits, mostly cache miss reply and write
back packets. This type of HT can impact the core, cache,
and NoC level.

An HT model presented in [53] proposed that an HT is
mounted on the input buffers of NoC routers that can alter
the destination address field of selected NoC packets. The HT
can completely halt an application stalling instruction and can
significantly impact the miss penalty of L1 caches. The HT
manipulates the head flit when it is residing in the VC of the
HT infected router. Once the Output Port (OP) and Virtual
Channel Identifier (VCID) is computed and updated by route
computation and VC allocator, respectively, the HT modifies
destination ID field of the L1-cache miss request packets. The
new destination ID can still be reached by underlying XY
routing technique without any turn violations. The L1 miss
request packet is chosen for HT attack because L1 miss penalty
impacts processor throughput to a larger extent.

Authors in [45] proposed a Delay Trojan (DT) that can
attack packets when they reside in the input port buffer of
the infected router. The DT facilitates this by blocking the
control signals that trigger the route computation activity,
which disables the routing operation. After a random number
of delay cycles, the control signal is activated again, causing
the delayed packet to be routed and arbitrated, and the packet
to be sent to its destination. The DT increases the miss penalty
of critical L1 cache misses by creating a congestion in the path
of a few random cache miss request packets.



TABLE I: Attack Models in different parts of TCMPs

Categories of Attack Model

Based on Location Objective ‘ Work ‘
Black Hole Router Attack [42], [47]
Misrouting of Packets [48]
Router Identification of hotspot by temperature sensor to attack multicast packets [51]
Blaming Hardware Trojan Router indicates innocent router as HT router [46]
Packet duplication and transfer router with complicit application [49]
Intentionally altering the destination router to cause Delay [50]
Attack on Flits [52]
Packet Dead Flit Attack [59]
Packet Header Attack [53]
Delay Trojan that increases the miss penalty of critical L1 cache misses [45]
Cache Injects malicious memory transactions onto the main interconnect [60]
Coherence Intercepting coherence messages from the network interface [56], [61]
Network Duplicate flit in the flit queue to increase the latency [57]
Interface HT attack on Last Level Cache resizing [55]
Virtual Channel Duplicates incoming packets [62]
Allocator Altering state of the virtual channel. Causing delay in the arrival of the packets [58]
System Bus Covertly sniffing the interconnect bus [54]

C. Attack Models in Cache Coherence

Cache coherency is a situation where multiple processor
cores share the same memory hierarchy, but have their own
L1 data and instruction caches. In this section we will discuss
about HTs that are designed to attack cache coherence. In
Figure 3 the location is marked with HT symbol 3.

The CPUs or hardware accelerators interfaced with the
system bus or NoCs are the target places for the HT insertion
[60]. The injected traffic forces the eviction of cache lines,
taking advantage of cache coherence protocols. This type of
Trojans insidiously slows down the system performance. Two
Trojan models are designed to fulfil the malicious purpose
of the attacker. The first Trojan model exploits the back-
invalidation property of an inclusive cache to slow down the
system performance while the second Trojan model injects
the write invalidation transactions to the main interconnect.
While a malicious write transaction (not invalidation) changes
the system state and most likely results in the system crash,
the write invalidation transaction causes the caches to simply
invalidate the corresponding cache line. These kinds of attacks
are insidious as the invalidation write transactions do not alter
the system state and simply slows down the performance.

A complex Trojan attack in a chiplet-based system is
demonstrated in [56], [61]. A Forging Attack that manipulates
legal coherence transactions to allow a Trojan to write to a
target address in a different process operating in a different
chiplet. The compromised chiplet containing the Trojan does
not have access to the victim process’ address space but
can observe broadcasted coherence interactions. The chiplet
systems will rely heavily on coherence to ensure that data
remains up-to-date in all components, making the coherence
protocol an attractive target. The Trojan is complex and it
modifies memory without relying on malicious software.

D. Attack Models in Network Interface

The network interface generates packets based on the mes-
sage type (Request, Reply, or Coherence), which are forwarded
to the appropriate router associated with it. The HT symbol
marked with 4 in Figure 3 presents the location of HT.

Authors in [57] proposed an HT which is mounted in the
Network Interface (NI) of a malicious IP and can be triggered
by specific inputs. LOKI [57] selectively duplicates NoC

control packets to attack SoC components. It is shown that
when the attacker triggers LOKI, packet latency, miss penalty
and system speedup are severely affected thereby degrading
the overall SoC performance. It continuously keep inserting
the duplicate flit into the Flit Queue until the kill switch is
disabled. The duplicated flits are inserted in the free locations
to avoid interrupting the usual flow of inter I[P communication.
Kumar et al. [55] targets the Last Level Cache (LLC)
resizing techniques. The LLC resizing techniques are used
to reduce the energy consumption of the LLC by shutting
down unused parts of the LLC. The proposed attack can
misuse the properties of these resizing techniques to reduce
their energy saving up to 58% and can also reduce the system
performance up to 18%. To fulfill the objective three variants
of HT attack are explored in this work. The first two attacks
assume that the HT is present at the network interface (NI) of
the tile hosting the resizing manager (RM). For the first attack
(Random Attack), the NI supplies incorrect information related
to the banks to the RM. Based on this information the RM
takes wrong decision in LLC resizing. The second (Targeted
RM Attack) and third attacks (Targeted Bank Attack) target a
particular bank for forceful shutdown or restart, ignoring the
advice of RM. The third attack assumes that the HT can be
present at the NI of any tile. The attack drastically reduces the
energy saving achievable by the LLC resizing techniques.

E. Attack Models in Virtual Channel Allocator

The VC allocator allocates every head flit in a VC based
on the availability. This section provides the attack models in
VC allocator which is displayed in Figure 3 by HT symbol
marked with 5. Ancajas et al. [62] specifies an attack model
in a 4-stage virtual-channel (VC) router pipeline. The four
stages are the input buffers/route calculation, VC allocation,
switch allocation and switch traversal. An HT that duplicates
incoming packets from the local processing element can be
inserted in each or one of the ports. The trojan taps the
incoming links from the network interface (NI) and watches
out for covert signals from a possible accomplice thread.

A novel HT is proposed in [58] that can attack the network
resources by altering the status of the Virtual Channel (VC). It
results in delaying the processing of packets to their destina-
tion tile. The HT is localized in the input buffer of the Virtual



TABLE II: Countermeasures and mitigation approaches for the
attack models

Countermeasure &

Location Attack Model Mitigation Approach

multicast packets [51] multicast routing [51]

misrouting of packets [53] dynamic shielding [48], [53]
Router packet duplication [49] SecNoc [49]

HT in NoC [37] PortBlocker [50]

HT in NoC Evolutionary Algoritm [63]

compromised NoC [64] Fort-NoCs [64], [65], [66]
Packets attack on flits [52] bit shuffling

delay trojan [45] dynamic adaptive caging [45]
System Bus attack in Bus secure bus architecture [67], [68]
Whole TCMP attack in any possible Trustworthy design [3],
System areas in TCMP PMPGuard [69], DCI & DSCT [70]

Channel. The disruption caused by HT creates a small delay,
the packet tends to reach its destination later than normal.

F. Attack Models in System Bus

A system bus is a single computer bus that connects
the major components of a computer system, combining the
functions of a data bus to carry information, an address bus to
determine where it should be sent or read from, and a control
bus to determine its operation. In Figure 3 HT symbol 6 shows
the location of the attack model.

An HT in [54] can secretly sniff the interconnect bus to
detect encrypted data streams. The HT, hidden in the system
bus (wishbone interconnect), intelligently detects and identifies
the specific IP core which sends an encrypted data stream to
the processor. After detecting an encrypted data stream, the
HT identifies the address of the originating peripheral from
the bus communication packets.

IV. COUNTERMEASURES AGAINST HTS IN TCMP

This section describes the possible countermeasures that
can detect some of the mentioned HT models mentioned in
Section III. As the attack models are different based on their
implementation location and design techniques, there is no
single mitigation or detection approach available in the market
that can solely detect all the attack models. Table II gives
an overview of the possible countermeasures and mitigation
techniques depending on the discussed attacks in Table L.

The countermeasures that are focused on attack models in
routers are noted in second row of Table II and are differenti-
ated based on individual attack models. For example, authors
in [51] presents a hierarchical multicast routing algorithm
which combines multiple unicast and multipath routing, to
avoid Trojan attack in routers. The work misrouting of packet
[53] is mitigated by implementing dynamic shielding [53]
approach. A novel kind of detection approach is done by [48]
using dynamic shielding and secure routing algorithm. Work in
[49] presented a lightweight authenticated encryption system
called Secn,¢ for secure packet transmission to evade packet
duplication. Also, [50] proposed a port block detection strategy
to detect Trojans incorporated in the routers [37]. Authors
in [63] proposes an evolutionary algorithm based method to
mitigate HT attacks in NoC of Coarse-Grained Reconfigurable
Arrays (CGRA). Similar kind of work is presented in [64]
where Fort-NoCs is presented which demonstrate a series
of technique that work together to provide protection from

compromised NoC in an MPSoC. The work [65] proposes a
method which uses flit integrity and dynamic flit permutation
to eliminate HT inserted in the router of the NoC. Later, [66]
modified the work presented in [65] for better improvement.

In the second row of the Table II the mitigation approaches
for HT attacks on packets are specified. The work in [52]
presents a bit shuffling method to mitigate the attack on flits.
A dynamic adaptive caging detection procedure is presented
in [45] to cope up with the delay trojan attack.

The detection procedure based on system bus related attacks
are noted in third row of Table II. Works in [67], [68] present
a system-on-chip bus architecture for protection from HT. In
the last row of Table II, the mitigation or detection approaches
that are focused on the whole TCMP system are considered.
Work in [3] proposes an isolation based solution in the
tiled architecture with the help of trusted communication unit
(TCU) so that malicious event can not propagate from one tile
to another and the system apart from the HT infected tile is still
secure. Authors in [69] proposes a pipeline multi processor
guard (PMPGuard) that detects the presence of HT in 3PIP
cores of PMPSoCs. In [70], authors present an approach that
allows detection and localization of HT, which is based on the
use of packet information and machine learning algorithms.

Therefore, it can be outlined that most of the mitigation
approaches are targeted on the attack models based on the
NoC router. However, more generalized countermeasures are
required to consider all the attack models focused on the other
components in TCMPs such as NI, cache coherence, or VC
allocator.

V. OPEN ISSUES AND CHALLENGES

We have observed the feasibility of HT attacks on different
areas in TCMP starting from the NoC to the system bus.
The works surveyed for HT attacks on TCMPs are mostly
applicable at the design and synthesis phases compared to the
fabrication and assembly phases. All the attack models [42],
[47] based on routers or packets [53] target the performance
degradation of the network as the HT payload function. Some
attacks [60] are extremely harmful as they can slow down
the system performance without changing the system state.
Though all the components are prone to HT attacks, NoC and
routers are the main focus of most of the attack models. This
leads to a direction of mitigation techniques that are mostly
focused on HT detection in the NoC area.

It is quite difficult to find a "silver bullet" solution that can
consistently defend against all these current Trojan attacks
of all shapes, sizes, and varieties. The proposed detection
approaches are all attack model-specific, and none of them
can exhaustively detect HTs. If each of the tiles and in-
terconnects between the tiles are trusted by an additional
component, then these attacks can be mitigated. Therefore,
mitigation techniques that combine the usefulness of a Trojan-
aware design with verified pre-silicon as well as post-silicon
tests can be effective for secure and trustworthy applications.
Future work would focus on major areas related to HTs:
1) investigating the latest attack models, especially, attacks in



unexplored areas of TCMP apart from NoCs and routers; 2)
developing formally verified IPs and then for each translation
step a formal proof can prevent any alteration which will
nullify many attacks; 3) novel mitigation approaches. Future
research on mitigation approaches would incorporate detection
strategies for unknown attack models, that not only cover one
specific area of a TCMP but also more areas can be covered
with a single detection strategy.

VI. CONCLUSION

In this work, we surveyed the HT attack models that are
implemented in the TCMP platform. These attacks pose a
danger since they can use one or more attack surfaces, an
implementation strategy, and stealthier HTs to avoid detection.
An additional angle on an attack might involve an adversary
gaining access to private information through an implanted
HT in a user’s system. There can be unlimited possibilities
where HT insertion is possible but the approach is to build an
SoC platform in such a way that it cannot be harmed by these
hardware attacks. These attack models will help the research
domain to reconfigure the vulnerable parts of the TCMP to
maintain the security aspect.
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