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ABSTRACT The wireless channel is inherently an open medium which exposes wireless communication
users to the risk of interception. The vulnerabilities of the wireless channel have led to the search for
innovative and efficient security solutions at different levels of the network protocol. In particular, the
physical layer level allows for implementing some security functions, such as key generation and exchange,
by exploiting the intrinsic randomness of the wireless communication channel. In this paper, we analyze the
effect of wireless channel and of antenna characteristics on physical layer security (PLS) key generation. The
aim is to put in evidence the relation between physical quantities, such as radio channel characteristics or
antenna directivity, with higher level secrecy performance indicators, such as the key mismatch between the
different communication nodes and the key randomness. For this purpose, we developed a comprehensive
numerical model, which implements all the different steps, from signal generation and wireless propagation
modeling to key generation through spectral quantization. The reported results show that the multipath
richness of the radio channel, as in outdoor urban scenarios, improves the PLS secrecy performances with
respect to simpler propagation scenarios. Moreover, we show that the use of more directive antennas in the
legitimate communication link improves secrecy. An opposite effect is achieved when the directivity of the
eavesdropper antenna is increased, thus improving its ability to perform passive attacks.

INDEX TERMS Antennas and propagation, Computational electromagnetics, Electromagnetic propaga-
tion, Key generation, Physical-Layer Security, Radio channel.

l. INTRODUCTION

IRELESS communication networks provide today
W important digital infrastructures for our society with
seamless connectivity and reliable services. Thanks to their
flexibility, wireless mobile systems are becoming more and
more pervasive, especially for emerging applications such
as Internet of things (IoT), smart homes/buildings/cities,
Industry 4.0, vehicle-to-vehicle communication, as well as
e-Health. Given the "open" nature of the wireless communi-
cations, it is clear today more than ever the need for efficient
solutions for communications security and privacy. These
solutions should guarantee reliable information exchange
between an information source (i.e. Alice) and a legitimate
receiver (i.e. Bob) and, at the same time, authentication, con-
fidentiality and integrity with respect to any other malicious
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node (i.e. Eve).

A well-assessed way to secure communication between two
nodes is encryption/decryption, which relies on mathematical
complexity. However, conventional key exchange protocols,
such as the Diffie-Hellman (D-H) one, can require signifi-
cant computation effort. The effort needed can become even
higher to contrast the ever-increasing computing resources
of the attacker. In fact, as a countermeasure, the key can be
lengthened to increase security at the expenses of a larger
computation overhead [1], [2]. In many applications, the
computation overhead constraint is stringent since many new
technologies rely on low-cost and low-energy devices that
cannot afford the computational complexity of conventional
protocols. Some examples of these applications are Internet
of Things (IoT), sensor networks, cognitive radio networks,
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and vehicular networks [1], [3], [4], [5]. In this kind of sce-
narios, the physical-layer key-generation schemes are con-
sidered very promising since they do not require expensive
computations.

Physical layer security (PLS) has been studied to provide
an innovative form of security for wireless networks. Unlike
classical cryptography, key-based PLS techniques relay on
the inherent randomness of the wireless channel to generate
encryption keys without requiring expensive computation
[1]. This approach differs also from key-less PLS techniques,
which for example exploit beam forming or artificial noise
injection to degrade the signal in directions different from
the one of intended communication [6] and that do not use
the physical layer for key generation.

In fact, a critical step in the majority of security systems is the
establishment of authenticated keys, which is, for instance a
central requirement for IoT security.

The PLS encryption schemes can be regarded as a cross-
layer solution that combines the secret key generation and
exchange at the physical layer and the encryption/decryption
at the application layer [1]. Moreover, in PLS encryption, the
key exchange is performed between the two legitimate nodes
without the need of involving third parties for generation
and certification of public keys. This makes the process
lighter and faster. The keys are also updated autonomously
by the legitimate nodes, thus easing the implementation of
security protocols. This feature is particularly advisable for
IoT applications.

Thanks to the radio channel properties of spatial decorre-
lation and reciprocity, the same radio channel realization
can be observed by two legitimate communicating devices,
but not exactly by the malicious eavesdroppers [1]. The
unpredictability of the radio channel can be regarded as a
promising feature for security, which can be exploited for
addressing, in particular, the well-known problem of key
exchange.

PLS-based key exchange was also shown to be advantageous
in terms of energy consumption with respect to conventional
cryptography methods. For example, in [7] the authors show
that the energy consumption of the RSSI (Received Signal
Strength Indicator) scheme proposed is only 2.4 % of ECDH
(Elliptic Curve Diffie-Hellman), to parity of hardware con-
figuration.

Recently, many experimental works have demonstrated
the PLS key generation with different radio technologies
[8]. Most of them are based on the temporal fading of
the radio channel, using the RSSI [9], [10], [11] However,
in this context the radio channel must be observed for a
long time [12] and the communicating devices must move
with significant speed [13]. Also, an RSSI-based approach
is vulnerable to proximity and predictable-channel attacks
[9], [14]. An alternative strategy proposed in the literature
is based on the wideband characteristics of the radio channel,
i.e., on the resolvable temporal dispersion, or, equivalently,
on the frequency selectivity. As described in [15], in fact,
with Orthogonal Frequency Division Multiplexing (OFDM)
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waveforms it is possible to sound the channel with pilot sub-
carriers over different frequencies and to extract a security
key from the channel state information. This can be per-
formed even with static devices, and it reuses some pieces of
the communication information. In this way, longer security
keys can be generated in a shorter time, as compared to RSSI-
based PLS methods.

In [16] and [17], the authors have proposed a strategy for
time-frequency key-generation, based on filter-bank process-
ing, which allows key generation by sampling and quan-
tization of the received signal spectrum. This method is
particularly suited for broadband communications, where the
channel multipath affects the received spectrum and this fea-
ture can be used for the generation of keys. The advantages
of the proposed filter-bank approach, with respect to RSSI-
based one, are related to the possibility of performing key
generation also in static environments and from a generic
baseband received signal, such as OFDM, pulse-based ultra-
wide band (UWB) or chirp modulation, etc., provided that
enough bandwidth is available to resolve the multipath.

Although widely researched, many aspects of PLS key
generation are still to be investigated in depth and, in particu-
lar, the relationship between physical quantities, such as radio
channel characteristics and antenna directivity, with higher
level parameters such as the secrecy performance indicators
of the PLS generated keys.

For this purpose, this paper proposes a multilevel analysis
based on a comprehensive numerical model that simulates
the Tx/Rx chain, from signal generation to key extraction
through quantization of the received spectra. The model
considers, for the secret key generation, the electromagnetic
wave propagation in complex scenarios. In the literature,
different approaches have been considered for the evalua-
tion of PLS security channel modeling [18], [19]. Among
the different approaches, in this paper, we have chosen to
model the channel using QuaDRiGa (QUAsi Deterministic
Radlo channel GenerAtor) [20], [21], which implements a
geometry-based stochastic approach taking into account all
relevant propagation effects.

In this paper, we considerably extend the results presented
in [16] and [17], where the filter-bank technique was firstly
proposed. The main contributions of this paper can be sum-
marized as it follows:

1) Investigation of the effect of the radio channel on the
secrecy performance indicators. For this purpose, we
analyze two different simulation scenarios: 1) an ideal
Line-of-Sight (LoS) two-ray propagation model, and
2) a realistic propagation scenario, i.e., 3GPP 38.901
UMa LoS. These scenarios are representative of very
small and big amount of multipath richness.

2) Evaluation of the key mismatch rate between the two
legitimate nodes, i.e. Alice and Bob, and between a
legitimate node and the eavesdropper (i.e. Eve) in
connection with the variation of the signal-to-noise
ratio (SNR) and of Eve position. For this purpose, Eve
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position is varied either along the x axis or with respect
to a circle centered at Alice position.

3) Evaluation of the key mismatch rate in connection with
the variation of the antenna directivity either at Bob or
at Eve terminals.

4) Analysis of the quality of the generated keys from the
randomness point of view, using the NIST test suite, in
relation to the channel properties, the SNR, and the an-
tenna directivity. For this purpose, the keys generated
by the filter-bank processing are analyzed against a set
of NIST tests. Moreover, the proportion of sequences
passing each of the selected tests is evaluated over 100
Monte Carlo realizations.

5) Demonstration, through the comprehensive numerical
analysis, which relates the SNR, the channel, and an-
tenna characteristics to the key mismatch and the key
randomness, that a rich multipath environment is fun-
damental to ensure a good level of confidentiality. We
show that the antenna characteristics can change the
key generation performances in terms of key mismatch
and randomness.

The rest of the paper is organized as follows: in Section
II, the numerical model is described evidencing the differ-
ent simulation steps necessary to perform key generation.
Section V reports the simulation results for two different
propagation scenarios, i.e., a two-ray propagation model and
a realistic urban outdoor scenario, which are characterized
by different levels of multipath contribution and randomness.
The reported simulation results are obtained for different
positions of the eavesdropper with respect to the legiti-
mate communication nodes. Section VI discusses the effect
of the variation of the antenna directivity on the secrecy
performances of the generated keys. The variations of the
beamwidth of either the legitimate node or the eavesdropper
are considered. Finally, in Section VII the conclusions are
reported.

Il. PLS KEY GENERATION

A. KEY EXCHANGE PROBLEM

We assume a wireless scenario consisting of three communi-
cation entities (e.g., nodes), namely Alice, Bob and Eve. Al-
ice and Bob are assumed to be authenticated legitimate nodes
who want to communicate securely. In the meanwhile, Eve,
a third undesired node of the network, plays the role of the
passive eavesdropper, i.e., intercepting the legitimate com-
munication. To achieve confidentiality, Alice and Bob rely on
the use of a cipher, e.g. advanced encryption standard (AES),
to encrypt their communication. We know that Alice’s and
Bob’s security relies on their private encryption/decryption
key, and not on the cipher algorithm itself, according to
Kerckhoffs’s principle. Therefore, to adequately perform en-
cryption and decryption, Alice and Bob must have at disposal
a proper symmetric secret key to operate the cipher. The key
represents a secret element that must be generated and shared
between Alice and Bob before communication, and must be
kept safe from Eve. This is the key exchange problem.
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Conventional cryptography solves this problem of Alice-
Bob-Eve key exchange using methods based on the difficulty
of solving mathematical problems, such as prime number
factorization or discrete logarithms, which have been adopted
in most of modern security protocol. It is worth stressing that
conventional cryptography is independent from the medium
or the context of communications, being in fact usually
implemented in dedicated software libraries.

B. RADIO CHANNEL PROPERTIES

In this work we investigate an alternative solution to the
key exchange problem within the PLS field named channel-
reciprocity-key-generation (CRKG). This PLS method is
based on the radio channel itself, i.e. the communication
medium between Alice and Bob. In principle, three charac-
teristics of the radio channel enable CRKG [22]:

1) Channel multipath: in realistic outdoor conditions Al-
ice, Bob and Eve are surrounded by buildings, cars,
vegetation and other obstacles, or indoors by furniture
and walls. The wireless environment composed by
scattering objects determines a multipath propagation
among the wireless nodes. Reflections, refractions and
diffractions onto the scattering objects spread the trans-
mitted signal in space. Even though this unavoidable
dispersion is traditionally seen as detrimental for com-
munications, it turns out to be beneficial for PLS pur-
poses. In fact, the random disposition of scattering ob-
jects around the nodes is hardly predictable, influenc-
ing in a "chaotic" way the physical layer (PHY) com-
munication performance. This multipath represents the
original source of entropy at PHY for PLS;

2) Channel reciprocity: the influence of multipath is sym-
metric at both sides of communication: Alice-to-Bob
and Bob-to-Alice. The reciprocity of the wireless com-
munication allows Alice and Bob to observe the same
effect of the radio channel between them. It is worth
mentioning that, although the channel is always sym-
metric, the channel impulse response is only symmetric
in time division duplex (TDD) [23]. This creates the
conditions not only to extract a random key from the
radio channel, but at the same time to share it;

3) Spatial decorrelation: the radio channel properties
change over space and time. This is true for Alice and
Bob, but also for Eve, which is supposed to be located
in a different position from the legitimate nodes. This
means that Alice and Bob experience a unique radio
channel which can be exploited for the purpose of
CRKG. One of the consequences of the multipath is the
channel spatial decorrelation, which protects Alice and
Bob from Eve. This means that Eve can experience the
same Alice-Bob channel, only if she is superimposed
to Bob (or Alice), i.e., in the same position, and with
the same PHY settings. Otherwise, the farther she
goes from Bob (or Alice), the less coherent (i.e., less
correlated) her multipath becomes with respect to the
legitimate channel. In terms of PLS, this represents a
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sort of spatial "security zone" for Alice and Bob against
Eve.

Thanks to the three channel properties, the CRKG method
allows Alice and Bob to generate a secret key directly from
processing the PHY communication signals, without third-
party assistance. Thus, the PLS key exchange is performed
in a peer-to-peer way by reusing the available wireless PHY
resources. This represents the main PLS advantage with
respect to conventional cryptographic methods, and, because
of this, CRKG might significantly reduce energy or time
required for key exchange before encryption or decryption
[16].

C. KEY GENERATION

According to the methodology proposed in [16], the key gen-
eration (channel-reciprocity-key-generation CRKG) is per-
formed here directly on the baseband received signals in a
simple manner with a single-threshold filtering process. The
complex baseband received signals for the three communica-
tion nodes (i.e Alice, Bob, and Eve) with known bandwidth
B can be described as:

Yo (t) = hap(t) * 2p(t) + ng (t)
Yp(t) = hpa(t) * o (t) + np(t) - (1
Ye(t) = hea(t) * o (t) + ne(t)

where y,(t), ys(t), and y.(t) are the received signals by
Alice, Bob, and Eve, respectively, x,(t) and x,(t) are the
signals transmitted by Alice and Bob, and n,(t), ny(t), and
ne(t) are the additive white Gaussian noise (AWGN) terms.
The operator "*" denotes the convolution between signals.
The channel impulse response between Alice and Bob is
assumed reciprocal, i. e. hqp(t) = hpe(t), whereas the one
pertaining to Eve, h,.(t), is in general different from A,y (¢),
thanks to the radio channel spatial properties. The wideband
received signal y;(t), (with i=a, b, or e in case of Alice, Bob
or Eve), is decomposed through M filters, each with impulse
response ¢, (t), with m varying from m=1 to m=M. The
output of each filter can be evaluated, for each value of i and
m as:

Yim(t) = i) * gm (1) 2)

The power at the output of each filter is calculated by
integrating and averaging the filter output y; ,,(¢) over a
certain interval T (e.g., a frame or preamble duration of
the PHY signal) or, equivalently, by integrating the Fourier
transformed signals:

fa
Py = / Yim ()| df 3)

where Y; ., (f) is the Fourier transformed spectrum of the
received signal y; ,,(t), and fi and fo are the lower and
upper frequency edges of the m-th sub-band. The power at
the output of each filter P; ,, is directly compared against a
threshold €; computed as the median value of the spectrum of
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the received signal y;(¢). The m-th bit of the key is extracted
as it follows:
Ki,m _ {1, Zf F)i,m > €

4
Pi,m < € ( )

0, if
Fig. 1 shows a schematic example of key generation. The
nominal bandwidth is subdivided into sub-bands (equiva-
lently to filters). The sub-bands are delimited by vertical
dash-dotted lines in the figure. Each sub-band has an asso-
ciated power level, named sub-band level, evaluated as the
average received power in the sub-bands and illustrated by
the green solid lines. The binary quantization threshold is
given by the median value of the whole power spectrum, in
the nominal bandwidth, as depicted by the horizontal red line.
When a green sub-band level is lower (or higher) than the red
threshold, a zero (or one) value is generated in the sub-band.
In total, in the-case-of-study simulations reported, the final
raw key generated contains 128 bits.

g0 | Sup-band level T |
- THreshold

-85

Power [dBm]

w
o
o
a
3
o
“n

-4 -2 0 2 4 6 8
Frequency [MHz]

FIGURE 1. Working principle of the single-threshold key extraction in the
frequency domain. The red horizontal line represents the quantization
threshold, the vertical dash-dotted lines delimit two exemplary sub-bands,
where the green lines denote the sub-bands average power levels.

D. CRKG PROTOCOL
Figure 2 schematizes how the CRKG protocol works with the
following main steps:

1) Channel probing: when Alice and Bob exchange PHY
frames, they also probe the radio channel in a given
time window and with a given waveform bandwidth
[16]. The meaning of probing is that a given trans-
mitted frame is distorted according to the multipath
and therefore, it carries the channel signature in itself
at the receiver side. We assume that Alice and Bob
exchange several frames over the channel and store
the baseband sampled data. In the meanwhile, Eve
is passively collecting all the frames in the air. The
duration and the accuracy of the channel probing phase
depends on the PHY specifications. Probing reciprocity
and duration are crucial aspects of the CRKG protocol;
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FIGURE 2. Schematic representation of key generation steps

2) Signal processing: by analyzing the wideband power
spectra of the collected PHY data, Alice and Bob
can observe the frequency selectivity of the multipath,
i.e., the channel signature to map onto the security
key. This phase of the CRKG protocol can be imple-
mented in different ways: for example by exploiting
different waveforms such as OFDM [11] and wideband
signals [24] or by exploiting the channel diversity in
multiple input multiple output (MIMO) settings [25].
The spectral analysis is necessary for the proposed
filter-bank method [16], [17] analyzed in this paper.
Further details are provided in the following sections.
We assume the CRKG protocol to be public, so Eve
is also post-processing the overheard communication
data for CRKG, as well as Alice and Bob;

3) key generation: the key generation is the core process
of CRKG. The goal is to turn the spectral components
of the PHY data (and so the channel signature) into
a binary sequence, called raw key, in the following.
Alice and Bob generate a pair of keys, by quantizing
the analyzed spectrum. Further details are provided in
the following sections. In parallel, Eve can generate
two keys from the eavesdropped data;

4) Information reconciliation: the keys generated out of
the probed radio channel might differ for some erro-
neous bits, due to noise (or interference) in the received
signals. The mismatching of the raw keys limits the
reciprocity between Alice and Bob. Therefore, an ad-
ditional correcting phase called information reconcil-
iation is required. Through a public discussion Alice
and Bob exchange the reconciliation data, while trying
to minimize the information leakage to Eve. Many
reconciliation methods are available, mostly based
on Forward-Error-Correction (FEC) [8]. For example,
FEC schemes, such as Bose-Chaudhuri-Hocquenghem
(BCH) codes or Secure-Sketch [26] can uniform the
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quantized keys correcting up to 20 % of the bits [27],
[28]. Reconciliation is a delicate stage, because the
whole security scheme could collapse, if Alice and Bob
do not match the generated keys. There are also Eve’s
threats during the reconciliation phase, but are out of
the scope of this work;

5) Privacy amplification: finally, Alice and Bob can addi-
tionally leverage on hash-function (i.e., one-way func-
tion) [22]. This phase acts as a "lock"”, preventing an
attacker to guess the reconciliated key.

In this work, we focus on the first three steps the CRKG
protocol, which are directly dependent on the PHY character-
istics, such as radio channel and antenna radiation properties.

E. PLS ASSUMPTIONS
In this work, we have taken into account the following
assumptions for the simulations:

« there is no mobility in the channel, and no Doppler
effect;

« the power spectral characteristics of Alice-to-Bob frame
is equal to Bob-to-Alice’s one, to assure reciprocity in
the key generation;

e the PHY includes OFDM as modulation waveform, in
TDD mode, with only additive white Gaussian noise
(AWGN) and no interference;

o the hardware impairments given by synchronization,
quantization and RF chains [16] are neglected.

lll. SIMULATIONS DESCRIPTION

A. LTE WAVEFORM

Given the statistical nature of the secret key generation pro-
cess, we set up a Monte Carlo [29] simulation framework
in MATLAB, including modern radio channel models and
noise realizations. The key generation essentially works on
several received baseband OFDM frames collected during the
Monte Carlo iterations. Note that, the PHY communication
performance is out of the scope of the work. The OFDM
waveform specifications are given in Table 1.

TABLE 1. 3GPP OFDM Waveforms Specifications [30]

Nominal Channel Bandwidth [MHz] 10
Frame Duration [ms] 10
Over Sampling Factor 1.536
Sampling Frequency [MHz] 15.3
FFT Size / Total Sub-Carriers 1024
Sub-Carrier Spacing [kHz] 15
Sub-Carriers per Sub-Channel 12
Useful Symbol Time [ us ] 66.6667

B. CHANNEL MODEL

The channel model is implemented through QuaDRiGa, as
aforementioned. The QuaDRiGa model is based on statistical
distributions of small- and large-scale fading parameters ex-
tracted from channel measurements. It allows for simulating
different scenarios and carrier frequencies, by taking into ac-
count all relevant propagation effects [20], [21]. In particular,
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in this work QuaDrIGa has been used for two reasons: 1) to
take into account the impact of realistic antennas, and 2) to
generate realistic channel impulse response for outdoor urban
scenarios.

C. MONTE CARLO STEPS

For each round of the Monte Carlo simulation, the following
steps have been performed for Alice, Bob and Eve:

« selecting QuaDrIGa antennas (Alice, Bob and Eve) and
channel scenario to be simulated, as detailed in the
following;

« generating the channel impulse responses (CIR);

o performing the convolution between the transmitted
OFDM frame with the QuaDrIGa CIR;

« adding thermal noise on the baseband received frame
samples, proportionally to an arbitrary Signal-to-Noise
Ratio (SNR);

o input the received frames to the CRKG algorithm to
generate keys.

The optimal number of Monte Carlo realizations was de-
termined by a convergence analysis, compromising between
computational resources and statistical significance. In total,
the following simulation results refer to 100 Monte Carlo
realizations.

D. SIMULATION SCENARIOS

We considered two different simulation scenarios: 1) an ideal
Line-of-Sight (LoS) two-ray propagation model with fixed
ground permittivity (i.e. metallic reflector); 2) a realistic
propagation scenario, i.e., 3GPP 38.901 UMa LoS scenario,
which models the wireless channel for typical macro Base
Stations (BS), deployed above rooftop in densely populated
urban areas. In the following, they are labelled as "2-ray" and
"3GPP", respectively. They are representative of very small
and big amount of multipath richness. The 3GPP scenario
includes 12 random scattering clusters, with 20 sub-paths
each.

As depicted in Fig. 3, we assume that Alice acts as an
LTE evolved NodeB (eNB), whereas Bob and Eve act as
User Equipment (UE). Those are role in our simulations. The
transmitted power is equal to 20 dBm in uplink and downlink.
Alice antenna is placed at 25 m height from the ground,
whereas the height of Bob and Eve antennas from the ground
was arbitrarily chosen equal to 2.5 m. The height of the eNB
was chosen according to the specifications of the Quadriga
3GPP scenario.

In the following, we report simulation results for the two
reference propagation scenarios, with different Eve positions:
As shown in Figs. 3 (a) and (b), Eve’s position is either varied
along the x axis or with respect to a circle centered at Alice’s
position. In all the considered simulations, Alice’s antenna is
placed at (x4 = 0,y4 = 0) m, whereas Bob’s position is
fixed at (xp = 150,yp = 0) m. Moreover, Alice’s antenna
is an array of five half-wavelength dipoles with maximum
radiation along the x axis and maximum gain G4 = 10.24
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dBi. Unless differently stated in the following, Bob and Eve
are by default equipped with half-wavelength dipole antennas
with maximum gain Gg = Gg = 2.15 dBi.

Alice radiation pattern in the horizontal plane is also
reported in Fig. 3, superimposed to the device positions
in the simulation area. The 5-dipole Alice antenna array
is a Uniform-Linear-Antenna (ULA) with half-wavelength
spaced dipoles. It was chosen as a reference antenna, thanks
to the predictability of its radiation characteristics. In fact, the
presence of well-known main and side-lobes helps to put in
evidence the dependence of the secrecy performances on the
antenna radiation diagram.

-120 -60 -120 -60
-90 -90

(@) (b)

FIGURE 3. Schematic of Eve position variation: (a) along the x axis, and (b)
along a circle of radius r centered at Alice position.

IV. CRKG PERFORMANCE

In order to quantify the effect of the different propaga-
tion scenarios and of the antenna characteristics on the key
generation, two reference performance indicators have been
chosen: the key mismatch rate and the key randomness.
The key mismatch between Alice’s and Bob’s raw key bits
is calculated as the Hamming distance in percentage with
respect to the key size (i.e., 128 bit). The key randomness
is evaluated according to the National Institute of Standards
and Technology (NIST). In particular, we will focus in the
following on the performance evaluation of the generated raw
keys, leaving out results on reconciliation and amplification
for future works.

A. KEY RANDOMNESS

Regarding the key randomness, we will report in the follow-
ing the results of some of the NIST tests, which are part of
a complete test suite for testing random number generators
[31]. In particular, we will consider the following tests:

1) Runs test: it evaluates the total number of runs in the
generated raw key, where a run is an uninterrupted
sequence of identical bits.

2) Longest run of ones in a block: it determines whether
the length of the longest run of ones within the tested
sequence is consistent with the length of the longest run
of ones that would be expected in a random sequence;

3) Frequency (Monobit) test: it evaluates the proportion of
zeroes and ones for the entire sequence. The number of
ones and zeros in a truly random sequence is expected
to be approximately the same.
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4) Cumulative sums (forward/reverse): it computes the
partial sums of successively larger subsequences of
bits, starting from the beginning (forward) or from the
end (reverse) of the bit sequence. This test evaluates
whether there are too many zeroes or ones at the early
stages or at the late stages of a bit sequence.

According to [31], a p-value is associated to each test and it
is compared to a significance level a.. The randomness tests
for a given bit sequence are considered successful (i.e., the
key can be considered as random) if the associated p-value
is greater than the significance level « (the threshold was
chosento be o« = 1 %.)

The four selected tests give an indication of various ran-
domness features of the generated keys and they are appli-
cable to relatively short bit sequences. For each round of the
Monte Carlo simulation, corresponding to different noise and
channel realizations, a 128-bit key is generated and tested for
randomness as described above.

Indeed, not all the generated bit sequences will pass the
randomness tests, therefore, it is necessary to define a metric
that somehow quantifies the ability of generating random
sequences through the single-threshold filter method. For this
purpose, according to the procedure described in [31], we
have evaluated the proportion of sequences passing each of
the selected tests, over the 100 Monte Carlo realizations. A
confidence interval is defined as:

(1) +3/{L ) 5)

where « is the test significance level and m is the number
of realizations. If the proportion of sequences passing a test
falls outside of the confidence interval, then there is evidence
that the CRKG method is not fully able to generate random
sequences, according to the selected test.

V. RESULTS

A. VARIATION OF EVE POSITION ALONG THE X AXIS

1) Two-ray scenario

With a reference to the schematic representation in Fig. 4 (a),
we first consider a static variation of Eve’s position along
the zp axis. For each position of Eve, the random keys
are generated from the received spectra at the three nodes,
according to the procedure described in Section II. Fig. 4
shows the Monte Carlo average key mismatch rate, calculated
by comparing the raw keys generated (a) by Alice and Eve
(Alice-vs-Eve), and (b) by Bob and Eve (Bob-vs-Eve). This
percentage is function of Eve’s position x g, from 0 to 300 m,
and of the SNR, from 0 to 40 dB, in the 2-ray scenario. We
remind that Bob is located 150 m away from Alice.

The results reported in Fig. 4 show very similar behaviors
for the Alice-vs-Eve (Fig.4 (a)) and for the Bob-vs-Eve (Fig.
4 (b)). In an environment with little multipath such as the 2-
ray scenario, the signal variation is mainly due to the change
of the LoS contribution and to the constructive/destructive in-
terference with the ground reflected ray. No other reflections
or obstacles are considered and the received signal spectrum
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FIGURE 4. Key mismatch rate [%] calculated by comparing the raw keys
generated (a) by Alice and Eve (Alice-vs-Eve), and (b) by Bob and Eve
(Bob-vs-Eve), as a function of Eve position z g and of the SNR [dB], in the
case of the 2-ray scenario. Bob positionis xtg = 150 m and yg = 0 m.

mainly depends on the distance between the nodes, to parity
of other parameters such as antenna height, antenna radiation
diagrams, etc.. Therefore, there are positions where Eve’s
received spectrum exhibits the same characteristics as Alice’s
(or Bob’s) one and Eve experiences similar signal variations
as the legitimate nodes and high cross correlation. Since
only two rays are considered in the 2-ray channel model
(i.e. the LoS and the ground-reflected one), the randomness
of the channel is low, and so its entropy. This allows an
efficient key reconstruction by Eve. As shown in Figs. 4, the
key mismatch is strongly dependent on Eve’s position along
the x axis, following the constructive/destructive interference
pattern typical of two-ray propagation. The maps exhibit,
in fact, different regions of low key mismatch (denoted by
the blue color), where an efficient attack by Eve is likely to
occur, given our simulation setup. Moreover, these low key-
mismatch regions alternate with high key mismatch regions
(yellow regions) where the attack is not favorable and Eve
would face 50 % probability to guess a given bit of Alice’s
key (i.e. it is equivalent to the case where Eve flips a coin).
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FIGURE 5. Key mismatch rate [%] calculated by comparing the raw keys
generated by (a) Alice and Eve (Alice-vs-Eve), and (b) Bob and Eve

(Bob-vs-Eve), as a function of Eve position = i and of the SNR [dB] in the
case of the 3GPP scenario. Bob positionis zg = 150 m and yg = 0 m.

2) 3GPP scenario

Fig. 5 shows the same key mismatch rate as before, but in the
3GPP scenario. It is calculated by comparing the raw keys
generated (a) by Alice and Eve (Alice-vs-Eve), and (b) by
Bob and Eve (Bob-vs-Eve), as a function of Eve’s position
xp and of the SNR. Except for the propagation scenario,
all the other simulation parameters are the same as in the
previous case.

As we can see from Fig. 5, most of the plot corresponds
to a value of the key mismatch around 37 % (green region),
for most of the SNR values considered. This means that Eve
can guess 63 % of the key, slightly more than the optimal 50
%. The key mismatches obtained here are comparable with
other works in literature, e.g., [11], [32], although different
PLS key generation setups hinder a direct comparison.

Given the multi-path richness of the 3GPP propagation
scenario, Eve’s received spectrum is, in general, different
from Alice’s and Bob’s one. The received signal at the
different nodes is affected by constructive and destructive in-
terference of multiple rays, depending on the node positions
and on the scattering from obstacles. When Eve is located
in a different position with respect to Bob, the signal paths
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contributing to Eve received spectrum are very diverse with
respect to Bob’s ones. The multi-path therefore increases the
spatial de-correlation between the different receivers (e.g.
Bob and Eve). This occurrence has the effects of 1) reducing
Eve’s ability of reconstructing the key, and 2) making Alice-
vs-Eve and Bob-vs-Eve key mismatches generally indepen-
dent from Eve’s position.

A different situation occurs in the nearby of Bob’s position
(i.e. xp = 150 m and yp = 0 m) (for each SNR), where
the key mismatch tends to zero (blue color). Of course here,
Eve experiences the same channel conditions as Bob, and
therefore, she is able to sniff successfully the secret key, on
average.

The results reported in Figs. 4 and 5 are coherent with
the analysis proposed in [11] on the results of experimental
studies on RSSI- and CSI-based key generation methods.
Comparing the different scenarios, the results in [11], al-
though not directly comparable, confirm our conclusion that
a rich multipath environment, like the outdoor 3GPP studied
in this paper, is fundamental to ensure a good level of
confidentiality.

It is worth pointing out that in each of the analyzed cases,
as expected, the Alice-vs-Eve and Bob-vs-Eve key mismatch
maps were almost equal. Therefore, for the sake of brevity, in
the following we will just report the results for the Alice-vs-
Eve key mismatch. In practical scenarios, there might be sig-
nificant differences between Eve’s keys generated in sniffing
the uplink or downlink, because of PHY specifications, but
this is beyond the scope of the paper.

3) Legitimate node secrecy performance

Considering the legitimate communication link between Al-
ice and Bob, it is now useful to evaluate the key mismatch
Alice-vs-Bob, and the randomness of the generated raw
keys. The latter has been achieved through the evaluation
of the proportion of sequences (i.e. proportion of generated
keys) passing the different NIST tests. These two secrecy
performance indicators are only linked to the characteristics
of the channel between Alice and Bob, and are independent
from Eve’s position.

Figure 6 (a) shows the key mismatch rate between Alice
and Bob raw keys (Alice-vs-Bob) calculated for the 2-ray
(blue curves) and for the 3GPP (red curves) scenarios.

As we can see from Fig. 6 (a), the Alice-vs-Bob key
mismatch is slightly lower for the 3GPP scenario. This means
that the higher multi-path contributions in the 3GPP scenario
help to increase the correlation between the legitimate node
signals and to improve the key reconstruction. In particular,
the key mismatch is below 20 % for SNR values above
7 dB and 5 dB, in the case of the 2-ray and the 3GPP
scenarios, respectively, and it tends to zero for higher SNR
values. As also illustrated in [17], the key mismatch has a
natural decreasing trend versus the SNR in dB. This can
be explained considering that, the channel fading at each
legitimate node of the link is reciprocal. However, the signal
spectra received by Alice and Bob can be asymmetric owing
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FIGURE 6. (a) key mismatch rate [%] between Alice and Bob raw keys (Alice-vs-Bob) calculated for the 2-ray (blue curves) and for the 3GPP (red curves)
scenarios. (b-f) proportion of sequences [%)] passing (b) the runs test, (c) the longest-run-of-ones test, (d) the frequency test, (e) the cumulative sum (forward) test,
and (f) cumulative sum (reverse) test. The proportion of sequences passing a test is calculated, as a function of the SNR, over the 100 realization of the Monte
Carlo simulations, for Alice raw key in the 2-ray (blue curves) and in the 3GPP (red curves) scenarios. The confidence interval, given by eq. 5 is delimited by the

black dashed lines.

to the uncorrelated noise processes (e.g. associated to the
hardware at the two nodes). For lower SNR values, the key
generation is mostly influenced by noise fluctuations rather
than by multi-path contributions. Therefore, when noise is
the dominant phenomenon, the key mismatch is higher and
the legitimate nodes do not fully reconstruct the key. The
behavior of the key mismatch rate as a function of the SNR
(Fig. 6 (a)) is in line with that obtained in [32] and [33] with
different PLS key-generation methods.

Provided that the performances are comparable with other
different PLS-based key generation methods, the advantages
of our filter-bank approach can be summarized as it follows:
1) it is virtually applicable to a generic baseband signal, 2) it
is not only limited to a particular modulation scheme such as
OFDM, but it can be used also for other modulation schemes,
e.g. pulse-based ultra-wide band (UWB) or chirp modulation,
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and 3) it is suitable also for static environments.

Considering the key randomness, Figs. 6 (b)-(f) show the
proportion of sequences [%] passing (b) the runs test, (c) the
longest-run-of-ones test, (d) the frequency test, (e) the cumu-
lative sum (forward) test, and (f) cumulative sum (reverse)
test. The confidence interval, defined by eq. 5, is delimited by
the black dashed lines. The proportion of sequences passing
a test is calculated, as a function of the SNR, over the 100
realization of the Monte Carlo simulations, for Alice’s raw
key in the 2-ray (blue curves) and in the 3GPP (red curves)
scenarios.

As we can see from Fig. 6 (b), the curves representing
the proportion of sequences passing the runs test are outside
the confidence interval for both scenarios (with a slightly
better performance for the 2-ray scenario). Therefore, for
what concerns the runs test, the CRKG based on the single-
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threshold filtering is not fully able to generate random keys.
For example, considering the curve pertaining to the 2-ray
scenario (blue curve), 60 % to 80 % of the generated keys
pass the runs test. This means that 20 % to 40 % of the
generated raw keys tend to have sequences of correlated bits,
thus deviating from the optimal secret key. In details, this
is caused by the correlation between filter outputs on the
observed channel signature. This effect is present among the
adjacent sub-bands filters within the communication band-
width, because of the nature of channel frequency selectivity.
Then it is directly reflected in the quantized bit sequences.
Other more advanced secret key generation methods might
lead to different results [16].

Similar behavior of Fig. 6 (b) is found also for the longest-
run-of-ones test shown in Fig. 6 (c). Moreover, Figs. 6 (d)-(e)
show that, as regards the 2-ray scenario, the proportion of
sequences passing a test are within the confidence interval
only in the case of the frequency test (Fig. 6 (d)), where its
blue curve is superimposed by the red one. Conversely, in
the case of the 3GPP scenario (red color), the proportion of
sequences passing the frequency test (Fig. 6 (d)), and both
the forward and reverse cumulative sum tests (Fig. 6 (e) and
(f)) are always within the confidence interval.

Considering the results in Figs. 6, we can state that not
all the randomness features evaluated by the selected NIST
tests are sensitive to the scenario. In the examined cases,
the multipath richness of the 3GPP scenario significantly
improves the test outcome only in the cases of the cumulative
sum reverse/forward test (Figs. 6 (e) and (f))), which evaluate
whether there are too many zeroes or ones at the early
stages or at the late stages of a bit sequence. Moreover, the
correlation between filter outputs in the single-threshold key
generation method tends to give sequences of correlated bits,
as indicated in Figs.6 (b) and (c).

B. VARIATION OF EVE’S ANGULAR POSITION

Recalling Fig. 3 (b), we consider the variation of Eve’s static
position along a circle centered at Alice’s node (x4 = 0
m and y4 = 0 m). In the following results calculated for
the two reference scenarios, i.e., 2-ray and 3GPP, the radius
of the circle is equal to » = 150 m, which corresponds to
Bob’s distance from Alice. All the settings are identical to
the previous analysis.

1) Two-ray scenario

Fig. 7 shows the key mismatch rate calculated by comparing
the raw keys generated by Alice and Eve (Alice-vs-Eve) as a
function of Eve’s angular position ® and of the SNR in the
case of the 2-ray scenario.

Considering the radiation pattern of Alice’s antenna array
shown in Fig. 3, it can be noticed that the positions of the
maxima and of the minima in Fig. 7 follow the positions of
the maxima and minima in the radiation pattern, i.e. main
and side lobes and radiation nulls. This behavior is coherent
with the simplicity of the 2-ray channel model, where only
the LoS and the ground-reflected rays are considered. In the
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FIGURE 7. Key mismatch rate [%] calculated by comparing the raw keys
generated by Alice and Eve (Alice-vs-Eve) as a function of Eve angular
position ¢ and of the signal to noise ratio SNR [dB], in the case of the 2-ray
scenario. Bob position is x5 = 150 m and yp = 0 m and Eve static position
varies along a circle with radius » = 150 m. The key mismatch for the raw
keys generated by Bob and Eve (Bob-vs-Eve) has the same behavior.
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FIGURE 8. Key mismatch rate [%] calculated by comparing the raw keys
generated by Alice and Eve (Alice-vs-Eve) as a function of Eve angular
position ¢ and of the signal to noise ratio SNR [dB], in the case of the 3GPP
scenario. Bob position is x 5 = 150 m and yp = 0 m and Eve static position
varies along a circle with radius » = 150 m. The key mismatch for the raw
keys generated by Bob and Eve (Bob-vs-Eve) has the same behavior.

2-ray scenario, for a fixed distance r between Alice and Eve
(as in the analyzed case) the multipath contribution to the
received signal is the same. Therefore, the variations of the
received spectra are mainly dominated by the signal level (i.e.
by the antenna radiation pattern), whereas the low multi-path
contribution gives high cross correlation, thus making Eve
able to reconstruct the key. As we can see from Fig. 7, the
Alice-vs-Eve key mismatch varies with the angle ® between
low (i.e. less than 10 %, color blue) and high values (up to 50
%, color yellow).

2) 3GPP scenario

Figure 8 shows the key mismatch rate calculated by compar-
ing the raw keys generated by Alice and Eve (Alice-vs-Eve),
as a function of Eve angular position ¢ and of the SNR in the
case of the realistic 3GPP scenario.
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It can be noticed that, in the realistic scenario, the oscil-
lations of the Alice-vs-Eve (and Bob-vs-Eve) key mismatch
are flattened. As discussed before, the multi-path richness
increases the spatial decorrelation, so that Eve’s received
spectrum is different from that of the legitimate nodes. This
reduces Eve’s ability of reconstructing the key, almost irre-
spective from her position. The key mismatch rate is always
above 37 % for all the SNR values, reaching 50 % for
SNR<10 dB. Again, up to 63 % of the key can be guessed
by Eve, on average. This guarantees an acceptable level of
secrecy for the raw keys. As expected, for all the SNR values,
a degenerate point occurs when Eve is in correspondence
of Bob’s position (i.e. ® = 0°). The key mismatch tends
to zero (dark blue color) and Eve, therefore, is able to fully
reconstruct the secret key.

Again, the advantages given by the rich multipath scenario
in terms of PLS security are clear.

The Alice-vs-Bob key mismatch and the proportions of
sequences passing a test are the same as in Fig. 8, since they
do not depend on Eve position, and are not shown hereby.

VI. EFFECT OF ANTENNA BEAMWIDTH ON KEY
GENERATION

In the previous section we highlighted the effect of the
propagation scenario on the secrecy performances expressed
in terms of key mismatch and key randomness. Here, we want
to put in evidence the effect of the antenna characteristics on
the key generation. In particular, we focus on the realistic
3GPP scenario, which is more interesting in terms of secrecy
performances. In particular, we consider the variation of
the beamwidth of the legitimate node (i.e. Bob) and of the
eavesdropper (i.e. Eve). For the sake of comparison, Alice’s
antenna (i.e. the 5-dipole array) and all the other simulation
parameters are kept unchanged with respect to the previously
analyzed results.

A. VARIATION OF BOB’S BEAMWIDTH

We first consider the effect of the variation of Bob’s 3-dB
beamwidth in the azimuth direction (defined according to
[21] in the case of a custom antenna type). In this case,
the variation of the azimuth beamwidth corresponds to a 3-
dB beam aperture A® g in the xy plane of Bob’s radiation
diagram. In order to compare the different results, the direc-
tion of maximum radiation of Bob antenna has been oriented
toward Alice for all the simulations.

For each value of A® g, we consider the variation of Eve’s
static position along a circle centered at Alice (x4 = 0 m
and y4 = 0 m), according to the schematic representation in
Fig. 4 (b). The radius of the circle is equal to r = 150 m,
which corresponds to Bob distance from Alice.

Fig. 9 shows the key mismatch rate calculated by compar-
ing the raw keys generated by Alice and Eve (Alice-vs-Eve)
as a function of Eve’s angular position ® for an arbitrarily
chosen value of SNR equal to 10 dB, and for different values
of Bob’s antenna beamwidth A® . In particular, when Bob’s
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antenna has A®p = 360°, the results are very similar to the
half-wavelength dipole case analyzed before.

From Fig. 9, we can see that the influence of Adp
variation on the Alice-vs-Eve key mismatch is moderate.
Nonetheless, the key mismatch slightly increases for nar-
rower beam widths, thus making Eve’s attack slightly less
effective especially near Bob’s position, i.e. zg = 150 m
and yp = 0 m. Actually, when Bob’s antenna beam-width is
varied, a further element of asymmetry is introduced between
the nodes (i.e. Bob and Eve have different antennas). Having
different radiation diagrams, Eve and Bob weight differently
the multi-path contributions.This slightly increases the de-
correlation between Eve and Bob and, consequently, the key
mismatch.

Considering the legitimate communication link between
Alice and Bob, for the different values of Bob’s beamwidth
Adp, we evaluated the Alice-vs-Bob key mismatch and the
randomness of the generated key, as well as in Fig. 6.

In fact, Fig. 10 shows (a) the key mismatch rate be-
tween Alice and Bob raw keys (Alice-vs-Bob) and (b)-(f)
the proportion of sequences [%] passing (b) the runs test,
(c) the longest-run-of-ones test, (d) the frequency test, (e)
the cumulative sum (forward) test, and (f) cumulative sum
(reverse) test. The proportion of sequences passing a test are
calculated, as a function of the SNR, over the 100 realization
of the Monte Carlo simulations, for different values of Bob
beamwidth Ad® 3.

As we can see from Fig. 10 (a), the Alice-vs-Bob key
mismatch is lower for larger beamwidth, thus guaranteeing
a better key exchange between the legitimate nodes. This can
be explained considering that, reducing the beamwidth (i.e.
increasing the antenna directivity), tends to privilege the LoS
path contribution and to weigh less the secondary paths due
to reflections by obstacles. Therefore, more directive anten-
nas tend to filter out the multipath contributions, which are
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FIGURE 9. key mismatch rate [%)] calculated by comparing the raw keys
generated by Alice and Eve (Alice-vs-Eve), as a function of Eve angular
position @ for a fixed value of SNR=10 dB and for different values of Bob
antenna beam-width A® g, in the case of the 3GPP scenario. Bob position is
zp = 150 m and yg = 0 m and Eve static position varies along a circle with
radius r = 150 m.The key mismatch for the raw keys generated by Bob and
Eve (Bob-vs-Eve) has the same behavior.
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FIGURE 10. (a) Key mismatch rate [%] between Alice and Bob raw keys (Alice-vs-Bob) calculated for the 3GPP scenario as a function of the SNR [dB] and for
different values of Bob antenna beamwidth A® 5. (b-f) proportion of sequences [%] passing (b) the runs test, (c) the longest-run-of-ones test, (d) the frequency
test, (e) the cumulative sum (forward) test, and (f) cumulative sum (reverse) test. The proportion of sequences passing a test is calculated, as a function of the SNR,
over the 100 realization of the Monte Carlo simulations for Alice raw key in the 3GPP scenario.

conversely better appreciated by a less directive one (e.g. the
dipole). As evidenced before, higher multi-path contributions
are beneficial to increase the correlation between the legit-
imate node signals and to improve the key reconstruction.
The multipath gives oscillation in the received spectra that are
significantly larger than those induced by noise fluctuations.
These oscillations can be regarded as a signature of the
channel and, given the channel reciprocity, Alice and Bob can
better reconstruct the key. When Bob has a more directive
antenna, oscillations in the spectra due to multipath are
generally more flattened and the noise contributions become
more significant in the key generation. This reduces the signal
correlation thus slightly increasing the key mismatch rate.
As regards the randomness, considering the frequency and
the cumulative sum tests (Fig. 10 (d) - (f)), the outcome of
the tests does not significantly change with Bob’s beamwidth
A® 5 and the proportion of sequences falls always within the
confidence interval. Conversely, as Fig. 10 (b) and (c) show,
the A®p beamwidth variation influences more significantly
the outcome of the runs and of the longest-run-of-one tests. In
particular, the proportion of sequences passing these two tests
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increases for decreasing values of A® g, thus corresponding
to an improved randomness of the raw keys.

To qualitatively explain these results, we report in Figs.
11 the quantization power levels of the 128 sub-bands. They
are indicated with empty circles in Fig. 11 (a) and (b) and
they are two exemplary Monte Carlo realizations, both with
SNR equal to 10 dB. Two different cases are considered: (a)
A®p = 180° and (b) A®p = 20°. The red line denotes
the single quantization threshold. Figs. 11 (c¢) and (d) provide
a graphical representation of the related generated bits (one
bit for each filter), with a piecewise plot between 0 and 1. In
a nutshell, more excursions between 0 and 1 are present for
narrower beamwidth (Fig. 6 (c)). This tends to improve the
randomness features of the generated key.

Comparing Figs. 11 (a) and (b), we can see different effects
due to Bob’s antenna: the power levels oscillations (indicated
by the circles) are more evident when Bob’s antenna is less
directive (i.e., (a)). Given the used key generation method
as described in Section III, many identical bits are more
likely to be generated consecutively in the corresponding key
sequence (Fig. 11 (c)), because they all are above or below
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FIGURE 11. Average power value (circles) in the 128 sub-filters, each
corresponding to a generated bit, for one of the Monte Carlo realization with
SNR=10 dB in the case of (a) A® 5 = 180° and (b) A® = 20°. The red
line denotes the threshold. (c) and (d) graphical representation of the
corresponding generated bits in the case of (c) A® 5 = 180° and (d)
Adp = 20°.

the red threshold. Conversely, the more directive antenna
(i.e., Fig. 6 (b)) flattens the oscillations deviation around the
threshold, increasing the 0/1 or 1/0 excursions in Fig. (d).

In summary, with more directive antennas at Bob’s side,
the dynamic range of the filter levels becomes smaller, but
more threshold crossing might occur. This is helpful for
the key randomness, but, at the same time, it increases the
probability of mismatch in the key quantization. This also
explains Fig. 10 (a), where more errors are, in fact present,
when Bob is equipped with a narrower beamwidth antenna
(violet curve where A® g = 20°).

B. VARIATION OF EVE’S BEAMWIDTH

In order to verify if Eve’s attack can become more effective
by increasing her antenna directivity, we now consider the
effect of the variation of Eve’s 3-dB beamwidth on the se-
crecy performance indicators. For this purpose, we have fixed
two different values of Bob’s beamwidth, i.e. A®g = 360°
and A®p = 20°, which are representative of low and high
directivity values. For each of the two values of A®p, Eve’s
beamwidth A®f is varied in the azimuth direction. Also
in this case, the directions of maximum radiation of Eve
and Bob antennas are oriented towards Alice for all the
simulations.

Figure 12 shows the key mismatch calculated by compar-
ing the raw keys generated by Alice and Eve (Alice-vs-Eve)
as a function of Eve’s angular position ® for an arbitrarily
chosen value of SNR equal to 10 dB and for different values
of Eve antenna beamwidth A® . Bob beamwidth is equal to
(a) A®p = 360°, and (b) Adp = 20°.
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FIGURE 12. key mismatch rate [%] calculated by comparing the raw keys
generated by Alice and Eve (Alice-vs-Eve), as a function of Eve angular
position ® for a fixed value of SNR=10 dB for (a) Bob beam-width

A®p = 360° and (b) Bob beam-width A® 5 = 20° in the case of the 3GPP
scenario. The different curves correspond to different values of Eve antenna
beam-width A® . Bob positionis xp = 150 m and yz = 0 m and Eve
static position varies along a circle with radius » = 150 m.The key mismatch
for the raw keys generated by Bob and Eve (Bob-vs-Eve) has the same
behavior.

From Figs. 12 (a) and (b), we can infer that, for both values
of Bob’s beamwidth, the increase of Eve’s directivity reduces
the Alice-vs-Eve key mismatch, thus slightly improving
Eve’s ability to reconstruct the key. Moreover, as before,
Eve’s attack tends to be more effective in correspondence
of the sidelobes of Alice’s antenna radiation diagram. These
sidelobes are represented in the black curve by all the val-
leys among the peaks. This effect disappears by decreasing
Eve’s directivity (from black curve to blue curve), where
the curve becomes flatter. Nonetheless, for the same value
of Eve’s beamwidth A®g, the Alice-vs-Eve key mismatch
increases when Bob’s antenna is more directive (Fig. 12 (b)).
As before, the worst case occurs when Eve is in the same
position as Bob (& = 0°), since they experience almost the
same propagation channel. The mismatch goes down in this
point reaching 10 % and 20 % values, respectively, in Figs.
12 (a) and (b). This means in practice that Eve can guess 90
% or 80 % of Alice-Bob’s key successfully, on average.
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VIl. CONCLUSION

In this paper, we analyzed the problem of key exchange
in wireless communications exploring the Physical-Layer-
Security paradigm of channel-reciprocity-key-generation
(CRKG). Thanks to a Monte Carlo simulation framework
developed in Matlab, the performance of key generation
between the legitimate nodes (i.e. Alice and Bob) and the
eavesdropper (i.e. Eve) were evaluated in terms of bit mis-
match rate and in terms of key randomness.

In details, we focused our investigation on the impact of
the radio channel and of the antenna characteristics on the
secrecy performance of PLS generated keys. Two reference
propagation scenarios, namely 2-ray and 3GPP, and different
antenna half-power-beamwidths were tested against the vari-
ation of the eavesdropper Eve position.

The results show that:

a rich multipath environment, like the outdoor 3GPP
studied in this work, is fundamental to ensure a good
level of confidentiality. In fact, in the 3GPP scenario,
almost irrespective of Eve position, the Alice-vs-Eve
key mismatch remains above 37 % for all the considered
values of SNR. This means that in Line-of-Sight, or
LoS-dominant Ricean channels, the CRKG protocol
might not meet its theoretical expectations. New PLS
solutions for Line-of-Sight are still to be explored;
achieving optimal random keys (i.e., passing all NIST
tests) is not a trivial task, with simple processing and
quantization methods like the ones implemented in this
study. This is shown in Figs. 6 and 10;

when Eve is near to Bob (in the order of meters) the
CRKG is not secure at all. In practice, Eve’s posi-
tion information might be unknown, since she is only
passively overhearing the communications. This might
be the case in many real-life situations, such as local
transports or crowded events, for example. This stresses
the importance of the localization information for future
works;

the antenna pattern of the communicating devices has
a significant impact on the key generation performance,
such as mismatch rate, as illustrated in Figs. 7, 8, 9 and
12. The footprint of the antenna radiation patter is, in
fact, mirrored approximately in the mismatch rate map
with yellow and blue colors;

the use of directive antennas (or equivalently beamform-
ing), can significantly change the PLS performance of
Alice and Bob key matching and their isolation against
Eve, with respect to the case of omni-directional an-
tennas. This was explained by Fig. 11, confirming once
more the importance of taking into account the radiating
antenna elements in the PLS modelling, and not only the
radio channel.

we need to work towards a CRKG optimization, trying
to achieve a sort of awareness of the PHY conditions for
PLS key exchange: for example, estimating the available
entropy in the channel and setting a proportional target
of maximum security level; or, for example, estimating

the SNR and the reciprocity, predicting if the keys
reconciliation will fail or not. This can help to build
a proactive PLS protocol, rather than reactive or best-
effort.
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