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localization anchor of the UWB system placed in a corner of an office scenario is com-
municating with a portable device. The goal is to locate the position of the device in the
room. Even though the UWB link range is a few meters and LOS, the frequency selectiv-
ity is expected to be significant, thanks to the impulsive nature of the UWB waveform.
In terms of signal acquisition, this solution is indeed equivalent to well-known channel
sounding technique [153].
Moreover, there is an interesting synergy between UWB and PLS [154]. The localiza-

tion information about the terminal positions (attained by the UWB system) represents
a threat for the PLS schemes, due to ray-tracing attacks [155]. This means that if the
UWB modem is compromised, the positions of Alice and Bob might be spoiled. Then,
Eve might simulate correctly the radio channel and try to predict the CRKG key. For
example, in [141], a ray-tracing attack is investigated in a common office scenario at 2.4
and 5 GHz: the mean absolute error is less than 2 dB, between the narrowband received
power predicted by the ray tracing and the measurements (i.e., comparable to real-life
case). It is hard to forecast the impact of this attack on real mobile wideband system.
With the increasing trend of environment digitization and virtual/augmented reality,
indoor/outdoor digital maps be easily available online. Furthermore, with increasing com-
putational power of devices, the time required for a complete ray-tracing simulation may
be in the same order of magnitude as that of CRKG protocol (i.e., msec). Further research
is necessary.

8 PLS-Box CRKG optimization
Recalling all the previous sections, the PLS-Box performance can be optimized in time
and frequency and throughout the CRKG protocol. The optimization parameters are
collected in Table 3.

• kT is the key generation time required for CRKG. Ideally, an exchange of frames (or
packets) would be the minimum number: one for authentication, one for channel
probing and one for reconciliation. In literature, kT is in the order of tens/hundreds
of milliseconds, depending on the channel conditions;

• kS is the size of the final key, in number of bits (i.e., 128 bit). The key size can be
shortened after reconciliation, discarding erroneous bits, and even more, after
privacy amplification to maximize its randomness [61];

• kR = kS/kT is the key generation rate, in terms of bps or, alternatively,
bits-per-frame. For example, in [44], a kS = 256 bit key is obtained in kT = 5 s of
CRKG, achieving a rate kR = 51 bps. Generally, in literature kR = 10 ∼ 100.

Table 3 CRKG optimization parameters

Symbol Description

kT Key generation time

kS Key size

kR Key generation rate

kH Key entropy

kM Alice/Bob’s key mismatch

kL Eve’s key leakage

kC Key generation consumption

Clearly dependent on the PHY and hardware
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• kM is the key generation mismatch, indicating the number of bits which are not
corresponding at Alice and Bob sides. It is equivalently to the bit-error-rate for
communications. Generally, in literature kM = 2 ∼ 20%.

• kL is the key leakage to Eve, expressing how capable Eve is to wiretap Alice and Bob.
It can given directly by the number of key bits sniffed correctly or can be
characterized by the mutual information among Alice, Bob, and Eve [61].

• kH is the key entropy. In literature, the quality of the key is usually addressed by
means of the National Institute of Standards and Technology (NIST) tests,
specifically tackling randomness [156] and entropy [157]. It is worth noticing that not
all NIST randomness tests are suitable for short keys. For example, the FFT test
seems to be unreliable [99, 158]. Even flaws in the NIST entropy estimators have
been debated [159, 160], leaving the entropy estimation an open issue [61].

• kC is the key generation energy consumption. Equivalently in communications, the
energy efficiency of CRKG can be computed as kS/kC in terms of bit/J. It is naturally
hardware-dependent and useful to benchmark CRKG schemes versus conventional
cryptography methods [44]. For instance, a comparison of energy consumption by
[61], shows that the RSSI scheme proposed in [137] consumes 2.4 mJ versus the
101.2 mJ of ECC-DHE, implementing both algorithms in an ARM Cortex M3
processor. These are very good results, but further energy consumption comparisons
are necessary to outline the advantages of PLS in practical systems.

In conclusion, the optimization of PLS-Box faces a trade-off in the CRKG: kM and kL
must be minimized, that is minimum key mismatching errors and Eve’s leakage; but kS
and kH must be maximized, that is long keys with high entropy. The problem is that Alice
and Bob have no knowledge about Eve and cannot communicating anything clear-text
over the the radio channel. Moreover, their PLS-Boxes are not likely to be able to jointly
cooperate to optimize the CRKG filter-bank.
However, we envision that machine learning algorithms can be utilized for this task

[161–163], in order to handle the variations of the radio channel and the key quality.
For example, in case of classification of the radio channel LOS and time-invariant, the

entropy is very limited. So, the PLS-Box might adaptively reduce the filter-bank num-
ber of filters entropy (i.e., LOS and time-invariant), the PLS-Box might adaptively drive
the filter-bank reducing the number of filters to limit the correlation in the key bits,
or fall back to RSSI-methods, or even use the phase information. Eventually, it might
notify the upper layers about the inconvenient channel conditions at PHY, advising to
rely on conventional schemes for key generation. This cross-layer feedback needs further
investigation.

9 Conclusions and future work
After an initial overview of the security landscape of today, we have outlined the moti-
vations of Physical-Layer Security, providing a summary of the state of the art of this
promising field. In this regard, we have presented the PLS-Box as a new flexible paradigm
towards an effective PLS implementation. We have discussed the open issues and chal-
lenges of this concept, such as RF impairments, accessibility to the PHY baseband
modem, and attacker capabilities. In details, we have focused on channel-reciprocity-
key-generation, presenting a novel strategy for time-frequency key-generation, based on
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filter-bank processing. This new approach aims at improving the performance of key
generation, thanks to a dynamic time-frequency wideband signal processing. We have
shown the general model of the filer-bank and its benefits, by means of a simple sim-
ulation in a usually 3GPP and not 3 GPP. 3rd Generation Partnership Project scenario.
Additionally, two PLS-Box filter-bank examples have been described, in line with today’s
OFDM and UWB systems, showing the suitability and flexibility of our solutions. Our
future work will be oriented tomodel the filter-bank, and test its performance in a real-life
prototype.
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